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CHAPTER 1

SecretPy

Download:

https://pypi.org/project/secretpy

Documentation:

https://secretpy.readthedocs.io

Source code & Development:

https://github.com/tigertv/secretpy

1.1

Description

SecretPy is a cryptographic Python package. It uses the following classical cipher algorithms:

Affine

Atbash

Bazeries

Beaufort

Caesar, Caesar Progressive

Chaocipher

Keyword

Playfair, Two Square(Double Playfair), Three Square, Four Square
Polybius, ADFGX, ADFGVX, Bifid, Trifid, Nihilist
Rot13, Rot5, Rot18, Rot47

Scytale



https://pypi.org/project/secretpy
https://pypi.org/project/secretpy
https://pypi.org/project/secretpy
https://secretpy.readthedocs.io/en/latest
https://pypi.org/project/secretpy
https://github.com/tigertv/secretpy
https://travis-ci.org/tigertv/secretpy
https://pypi.org/project/secretpy
https://secretpy.readthedocs.io
https://github.com/tigertv/secretpy
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 Simple Substitution
¢ Transposition - Columnar, Myszkowski, Zigzag(Railfence)
* Vic

* Vigenere, Autokey, Gronsfeld, Porta

1.2 Installation

To install this library, you can use pip:

’pip install secretpy

Alternatively, you can install the package using the repo’s cloning and the make:

git clone https://github.com/tigertv/secretpy
cd secretpy
make install

1.3 Usage

1.3.1 Direct way

The cipher classes can encrypt only characters which exist in the alphabet, and they don’t have a state.

from secretpy import Caesar, alphabets as al

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

B e S —
=)

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)

print (enc)

print (cipher.decrypt (enc, key, alphabet))
key = 3

cipher = Caesar ()

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
encdec (cipher, plaintext, key)

alphabet = al.GERMAN
plaintext = u"schweiBgequdltvomddentextziirnttypografjakob"
encdec (cipher, plaintext, key, alphabet)

alphabet = al.SWEDISH
plaintext = u"fagomschweizkldvdutrangpjaxby"
encdec (cipher, plaintext, key, alphabet)

(continues on next page)
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(continued from previous page)

thequickbrownfox jumpsoverthelazydog
wkhtxlfneurzqgiramxpsvryhuwkhodcbgr j
thequickbrownfoxjumpsoverthelazydog

in
1t

schweiBgequdltvombdentextziirnttypograf jakob
vfkzhlcjhtxBowyrpaghgwhidwlibugwwdsr judimdnre
schweiBgequdltvombdentextziirnttypograf jakob

fagomschweizklSvdutrangp jédxby
idtrpvfkzhlbnocygxwuaqjsmbaed
fagomschweizkldvdutrangp jadxby

rro

1.3.2 CryptMachine

CryptMachine saves a state. There are alphabet, key and cipher, they can be changed in anytime. In the previ-
ous example, plaintext contains only characters existing in the alphabet i.e. without spaces and etc. To change the
behaviour, you can use CryptMachine and decorators(SaveAll, Block), so it’s a preferred way to do encryp-
tion/decryption:

from secretpy import Caesar, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll, Block

def encdec (machine, plaintext):
print (""" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cm0
cm.set_alphabet (al.ENGLISH)
plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~

— (*;2&#%#. Great!"
encdec (cm, plaintext)

cm = Block(cm, length=5, sep="-")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_IJ)
plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_TIJ!"
encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u'"text
encdec (cm, plaintext)

I don't love non—-alphabet characters. I will remove all of them: ", &Q@S~(*;?&#. Great!
lgrgworyhqgrqdoskdehwfkdudfwhuvlzloouhpryhdooriwkhpjuhdw
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!

wklvw—hawlv—-glylg—hgebe-orfnv-riohg—jwk

thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &Q@S$~(#*;?&#. That's it!
L oryh grg-doskdehw fkdudfwhuv. Wkhvh duh : *,&@S~(#;?&#. Wkdw'v lw!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Mm ehfrphv Mm ehfdxvh zh xvh HQKOMVI_VTXDUH_MM!
Ii becomes Ii because we use ENGLISH SQUARE II!
text
text
text

rro

1.3.3 CompositeMachine

Combining several ciphers to get more complex cipher, you can use CompositeMachine:

from secretpy import Rotl3, Caesar, CryptMachine, CompositeMachine
from secretpy.cmdecorators import SaveAll

def encdec (machine, plaintext):
print ("=============================o=——====== ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

key = 5
plaintext = u"Dog jumps four times and cat six times"
print (plaintext)

cml = SaveAll (CryptMachine (Caesar (), key))
enc = cml.encrypt (plaintext)
print (enc)

(continues on next page)
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(continued from previous page)

cm2 = SaveAll (CryptMachine (Rotl13()))
enc = cm2.encrypt (enc)
print (enc)

cm = CompositeMachine (cml)
cm.add_machines (cm2)

enc = cm.encrypt (plaintext)
print (enc)

encdec (cm, plaintext)

cm.add_machines (cml, cm2)
encdec (cm, plaintext)

rro

Output:

Dog jumps four times and cat six times
Itl ozrux ktzw ynrjx fsi hfy xnc ynrjx
Vgy bmehk xgmj laewk sfv usl kap laewk

Vgy bmehk xgmj laewk sfv usl kap laewk

Dog jumps four times and cat six times
Vgy bmehk xgmj laewk sfv usl kap laewk
Dog jumps four times and cat six times

Dog jumps four times and cat six times
Nyqg tewzc pyeb dswoc kxn mkd csh dswoc
Dog jumps four times and cat six times

1.4 Maintainers

* @tigertv (Max Vetrov)

1.4. Maintainers



https://github.com/tigertv
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CHAPTER 2

API

2.1 ADFGX

class secretpy.ADFGX
The ADFGX Cipher

decrypt (text, key, alphabet=(’a’, ,b’, ’C’, ’d,, )6:7 ’f", )g;’ ’h’, ;l-j;’ ’k’, )l;’ :m)’ ’I’l’, )0)’ rp), )q:7 )rx, ,S’,
)t!, )u)’ ’V’, )W)’ )x), !y)’ ’Z)))
Decryption method
Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used
Returns text
Return type string
encrypt (text, key, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’,’g’, ’h’, ’ij’, ’k’, ’I’, ’'m’, ’'n’, "0, 'p’, 'q’, 1, ’s’,

I T B SN B U T B B SR I )

0w,V w, Xy, 7))
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string
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2.1.1 Examples

#!/usr/bin/python
# —%— encoding: utf-8 —*-—

from secretpy import ADFGX

alphabet = [
u"b"’ u"t", uHa"’ u"l",

U"p", u"d", U"h", u"o", U"Z", u"k", U"q",
u"f" u"v" u"s" u"n" u"g
4 14 4 14

n ll, U"ij", ullcll, U"U", UHX", uum", 1_1"]’:",

u"e" u"w" U"y"
4 ’

plaintext = u"attackatonce”
key = "cargo"
cipher = ADFGX ()

print (plaintext)
enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)
print (dec)

FHAFFAAHAAAFAAHAAFHAAHFAFHFAHFAAF AR A A AR AAFAHA AR H AR HF A H A H AR AR A A
print (" ")

alphabet = [
ullfll’ U"n", ullhll’ U"e", qull’
uHr", u"d", u"Z", u"O", uHC",
u"ij", u"s", u"a", u"g", u"u",
ullbll’ U"V", u"kll’ u"p"l uHW"’
uHX", u"m", uﬂy", u"t", u"l"

]

key = "battle"

plaintext = "attackatdawn"

print (plaintext)
enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)
print (dec)

tHrAHAAAAAAAAAAAAAAAFFAAAAAAAAAAAAAAAFFFAAAAAAFFAAAAAAAFAAAAAAAFAFAAAAAAAFFH
print("-—-----"""" = ")

key = "deutsch"
plaintext = "howstuffworks"

# use default english alphabet 5x5
print (plaintext)

enc = cipher.encrypt (plaintext, key)
print (enc)

dec = cipher.decrypt (enc, key)
print (dec)

8 Chapter 2. API
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2.2 ADFGVX

class secretpy.ADFGVX
The ADFGVX Cipher

decrypt (text, key, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.2.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import ADFGVX, CryptMachine

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))
print (" ")

key = "cargo"
cm = CryptMachine (ADFGVX (), key)

alphabet = [
ullf", u"n", ullh", u"e", ullq", u"o",
uHr", u"d", 1"LHZ", u"O"’ uﬂc", ull9"’
u"ij", U"S", u"a", u"g", ullu", u"8",

(continues on next page)
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(continued from previous page)

]

ullb", U"V", Ullk", U"p", UIIW", U"7",
U"X", u"m", U"y", U"t", U"l", U"6",
U"l“, U"Z", U"3“, ull4ll, U"5“, u"'"l

cm.set_alphabet (alphabet)

key

= "battle"

plaintext = "attackatdawnll.25"
encdec (cm, plaintext)

key

= "deutsch"

cm.set_key (key)
plaintext = "howstuffworks"
encdec (cm, plaintext)

2.3 Affine

class secretpy.Affine

The Affine Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)

Decryption method
Parameters
* text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)

Encryption method
Parameters
* text (string) - Text to encrypt

* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

2.3.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —x-—

from secretpy import Affine, alphabets

(continues on next page)
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(continued from previous page)

alphabet = alphabets.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = [7, 8]

cipher = Affine ()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

HAFHAFFHAFFHAFFRAFFHAFFAAFHAAFHAAFFAAFHAAFEAAFRAAFEAAFS

print (" 7777777777777777777777777777777777 H)
key = [3, 4]
plaintext = u"attackatdawn"

# use default english alphabet
print (plaintext)

enc = cipher.encrypt (plaintext, key)
print (enc)

dec = cipher.decrypt (enc, key)

print (dec)

mmwn

thequickbrownfox jumpsoverthelazydog
végaliewsphgmjngt liicxoqfghvégziddBbqu
thequickbrownfox jumpsoverthelazydog
attackatdawn
ejjekiejnesr
attackatdawn

mn

2.4 Atbash

class secretpy.Atbash
The Atbash Cipher

decrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used

Returns text

2.4. Atbash

11
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Return type string

encrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.4.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-—

from secretpy import Atbash

from secretpy import CryptMachine
from secretpy import alphabets
import secretpy.cmdecorators as md

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)
print (" ——— ")

cm = CryptMachine (Atbash())
cm = md.NoSpaces (md.UpperCase (cm) )

plaintext = u"attackatdawn"
encdec (cm, plaintext)

plaintext = u""
cm.set_alphabet (alphabets.HEBREW)
encdec (cm, plaintext)

plaintext = u"The Fox Jjumps in Zoo too Achtung minen"
cm.set_alphabet (alphabets.GERMAN)
encdec (cm, plaintext)

plaintext = u"Achtung Minen"
encdec (cm, plaintext)

cm.set_alphabet (alphabets.ARABIC)
plaintext = u""
encdec (cm, plaintext)

12 Chapter 2. API
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2.5 Autokey

class secretpy.Autokey
The Autokey Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.5.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import Autokey, alphabets

alphabet = alphabets.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = "queenly"

cipher = Autokey ()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

AHAFHAFAAHAFAFEAFAFEAFAFEAAAF AR AR FAA R F AR FAF RS A

(continues on next page)
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(continued from previous page)

plaintext = u"attackatdawn"

# use default english alphabet

print (plaintext)

enc = cipher.encrypt (plaintext,
print (enc)

dec = cipher.decrypt (enc, key)

print (dec)

rro

key)

thequickbrownfoxjumpsoverthelazydog
féiudtdBivamvhyydeelixionhbwwzvB1wvk
thequickbrownfoxjumpsoverthelazydog

attackatdawn
gnxepvytwtwp
attackatdawn

rro

2.6 Bazeries

class secretpy.Bazeries
The Bazeries Cipher

decrypt (text, key=None, alphabet=None)

Decryption method

Parameters

* text (string) - Textto decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

encrypt (text, key=None, alphabet=None)

Encryption method

Parameters

* text (string) - Text to encrypt

* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

14
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2.6.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import Bazeries

from secretpy import CryptMachine

from secretpy import alphabets

from secretpy.cmdecorators import NoSpaces, UpperCase

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)
print (" ™)

alphabet = alphabets.ENGLISH_SQUARE_IJ
key = (81257, u"eightyonethousandtwohundredfiftyseven")
cm = NoSpaces (UpperCase (CryptMachine (Bazeries ())))

cm.set_alphabet (alphabet)

cm.set_key (key)

plaintext = u"Whoever has made a voyage up the Hudson" \
u" must remember the Kaatskill mountains"

encdec (cm, plaintext)

rrir

Whoever has made a voyage up the Hudson must remember the Kaatskill mountains
DUMTMCDSENRTEMVEQXMOELCCRVXDMDKWXNNMUKRDKUMYNMBPRKEEPMGNGEKWXCRWB
WHOEVERHASMADEAVOYAGEUPTHEHUDSONMUS TREMEMBERTHEKAATSKILLMOUNTAINS

2.7 Beaufort

class secretpy.Beaufort
The Beaufort Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string)— Textto decrypt
* key (string) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

2.7. Beaufort 15
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Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.7.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —#-—

from secretpy import Beaufort, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

print (cipher.decrypt (enc, key, alphabet))

key = "key"
cipher = Beaufort ()

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
encdec (cipher, plaintext, key)

alphabet = al.GERMAN
plaintext = u"schweiBgequaltvomddentextzliirnttypografjakob"
encdec (cipher, plaintext, key, alphabet)

alphabet = al.SWEDISH
plaintext = u"fagomschweizkldvdutrangpjdxby"
encdec (cipher, plaintext, key, alphabet)

# using cryptmachine

def encdec (machine, plaintext):
print ("———————— ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)

(continues on next page)
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(continued from previous page)

print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's it!"

cm = SaveAll (cm0)
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_IJ)
plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_TIJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key(u"")

plaintext = u"text "

encdec (cm, plaintext)

plaintext = "I don't love non-alphabet characters. I will remove

— (*;?2&#%#. Great!"

cm = cmO

cm.set_alphabet (al.ENGLISH)
cm.set_key (key)

encdec (cm, plaintext)

rro

Output:

all of them: ~,&@S$S~

thequickbrownfoxjumpsoverthelazydog
rxuukqiuxtgcxzknveypgwjutlrgtylgvwy
thequickbrownfox jumpsoverthelazydog

schweiBgequdltvombdentextziirnttypograf jakob
wcrsagliiuyotliBpddwbhalvabv jdxvivk jalihkBpkyk j
schweiBgequdltvombdentextziirnttypograf jakob

fagomschweizklSvdutrangp jaxby
feizvgidcgzbawzshbeuqdad jbgbjj
fagomschweizkldvdutrdngp jadxby

I love non-alphabet characters. These are : ", &@S~(x;?&#. That's
C tkpa lwr-yzprkdur crknyilutm. Fdagg ehg : ", &@S~(*;?&#. Lrkl'g
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Bw xfclyag Bw xfcygnu oa esa UXYOBNR_SPEKOU_BW!
I1i becomes Ii because we use ENGLISH SQUARE IT!

text
text
text

I don't love non-alphabet characters. I will remove all of them:

chkxlnwjuxqglkt jdexglwdehkcfgngcigzthgskpayztkflrgsstayr

idontlovenonalphabetcharactersiwillremoveallofthemgreat
rrir

N, &Q@S~ (x;?2&#. Great!

2.7. Beaufort
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2.8 Bifid

class secretpy.Bifid
The Bifid Cipher

decrypt (fext, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’p’, ’q’,
S WL W Y 7))

r,s,t,u, v, w, x,y,
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string or tuple or list) - Alphabet which will be used, if there
is no a value, English is used
Returns text
Return type string
encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, 'p’, ’q’,

J))))))rl)llr}))))))

ras’t’ M»V,W’x,y,Z
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string or tuple or list)— Alphabet which will be used, if there
is no a value, English is used

Returns text

Return type string

2.8.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import Bifid, CryptMachine, alphabets

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

print (" ")
key = 5
cm = CryptMachine (Bifid (), key)
alphabet = [

u"ll, Hll, u"ll, ull", ull", ull“,

u
u"" un"" un"" u"" u"" u""
14 4 I4 4

(continues on next page)

18 Chapter 2. API



20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

SecretPy Documentation, Release 1.0

(continued from previous page)

nn nn nn nn nn nn
u-c, un oy, un o, un o, Uy, Uy,

nn
4

u

nn
’

u

nn
4

u

nn
4

u

nn nn
o Uy U

u"", uw"", u"", u"", u"", u"",
u"l", u"2", u"3", u"4", u"s5", u"o6"
1
cm.set_alphabet (alphabet)
plaintext = u""
encdec (cm, plaintext)

alphabet = [
u"p", u"h", u"g", u"g", u"m",
u"e", u"a", u"y", u"l", u"n",
u"o", u"f", u"d", u"x", u"k",
u"r", u"c", u"v", u"s", u"z",
u"w", u"b", u"u", u"t", u"ij"
1
cm.set_alphabet (alphabet)
plaintext = u"defendtheeastwallofthecastle"
encdec (cm, plaintext)

alphabet = [
u"b", u"g", u"w", u"k", u"z",
u"g", u"p", u"n", u"d", u"s",
a"ij", u"o", u"a", u"x", u"e",
u"f", u"c", u"l", u"u", u"m",
u"t", u"h", u"y", u"v", u"r"
]
cm.set_alphabet (alphabet)
cm.set_key (10)
plaintext = "fleeatonce"
encdec (cm, plaintext)

alphabet = alphabets.GREEK.upper ()
plaintext = u"l[INAKAD"
cm.set_alphabet (alphabet)

encdec (cm, plaintext)

defendtheeastwallofthecastle
ffyhmkhycpliashadtrlhcchlblr
defendtheeastwallofthecastle
fleeatonce

uaeolwrins

fleeatonce

IIINAKAY

PAZIIXET

IIINAKAY]

2.8. Bifid
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2.9 Caesar

class secretpy.Caesar
The Caesar Cipher

decrypt (text, key=3, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns decrypted text
Return type string

encrypt (text, key=3, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns encrypted text

Return type string

2.9.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import Caesar, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll, Block

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

-
")
print (plaintext)
enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)
print (cipher.decrypt (enc, key, alphabet))
key = 3

cipher = Caesar ()

plaintext = u"thequickbrownfoxjumpsoverthelazydog"

(continues on next page)
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(continued from previous page)

encdec (cipher, plaintext, key)

alphabet = al.GERMAN

plaintext = u"schweiBgequdltvomddentextziirnttypografjakob"
encdec (cipher, plaintext, key, alphabet)

alphabet = al.SWEDISH

plaintext = u"fagqomschweizklovdutrangpjaxby"

encdec (cipher, plaintext, key, alphabet)

# using cryptmachine

def encdec (machine, plaintext):

print ("""

print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cmO
cm.set_alphabet (al.ENGLISH)

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&Q@S$~

— (*x;2&#. Great!"
encdec (cm, plaintext)

cm = Block(cm, length=5, sep="-")
plaintext = "This text is divided by blocks of length 5!"

encdec (cm, plaintext)

cm = SaveAll (cm0)

plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(x;?2&#. That's it!"

encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)

plaintext = "JJj becomes Ii because we use ENGLISH_SQUARE_IJ!"

encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u"text "

encdec (cm, plaintext)

thequickbrownfox jumpsoverthelazydog
wkhtxlfneurzgiramxpsvryhuwkhodcbgrj
thequickbrownfoxjumpsoverthelazydog

schweiBBgequdltvombdentextziirnttypograf jakob
vfkzhlcjhtxBowyrpaghgwhidwiibugwwdsr judimdnre

(continues on next page)
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(continued from previous page)

schweiBgequdltvombdentextziirnttypograf jakob

fagomschweizklSvdutrangp jadxby
idtrpvfkzhlbnocygxwuaqjsmbaed
fagomschweizkldvdutrdngp jadxby

I don't love non-alphabet characters. I will remove all of them: *,&@S~(x;?&#. Great!

lgrgworyhqgrqdoskdehwfkdudfwhuvlzloouhpryhdooriwkhpjuhdw
idontlovenonalphabetcharactersiwillremoveallofthemgreat
This text is divided by blocks of length 5!
wklvw—hawlv—-glylg—hgebe-orfnv-riohg-jwk
thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &Q@S$~(#*;?&#. That's it!
L oryh grg-doskdehw fkdudfwhuv. Wkhvh duh : *,&@S~(#;?&#. Wkdw'v lw!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Mm ehfrphv Mm ehfdxvh zh xvh HQKOMVI_VTXDUH_MM!
Ii becomes Ii because we use ENGLISH SQUARE _II!
text
text
text

rro

2.10 Caesar Progressive

class secretpy.CaesarProgressive
The Caesar Progressive Cipher

decrypt (fext, key=3, alphabet="abcdefghijkilmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns decrypted text
Return type string

encrypt (text, key=3, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

22 Chapter 2. API
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Returns encrypted text

Return type string

2.10.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import CaesarProgressive, CryptMachine, alphabets as al

from secretpy.cmdecorators import SaveAll

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

print (cipher.decrypt (enc, key, alphabet))

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = 3
cipher = CaesarProgressive ()

encdec (cipher, plaintext, key)

alphabet = al.GERMAN

plaintext = u"schweiBgequadltvomddentextzliirnttypografjakob"
encdec (cipher, plaintext, key, alphabet)

alphabet = al.SWEDISH

plaintext = u"fagomschweizkldvdutrangpjdxby"

encdec (cipher, plaintext, key, alphabet)

# using cryptmachine

def encdec (machine, plaintext):

print("-——————————

print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

plaintext = "I love non-alphabet characters. These are : ", &QS~ (*;2&#.

cm = SaveAll (cm0)
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

That's it!"

(continues on next page)
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(continued from previous page)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u"text "

encdec (cm, plaintext)

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~
— (*;?2&#%#. Great!"

cm = cm0

cm.set_alphabet (al.ENGLISH)

encdec (cm, plaintext)

rri

Output

thequickbrownfox jumpsoverthelazydog
wljwbglumdbkcvfpcohlpmuesvkiggggmyr

thequickbrownfox jumpsoverthelazydog
schweiBgequdltvombdentextziirnttypograf jakob
vgmiilgigpilidkdficbrydgnBtgxdrovwiiuunz joumxiq
schweiBgequdltvombdentextziirnttypograf jakob
fagomschweizkldvdutrangp jaxby

ievutdlreqvkzdgkwllkuicmhdxca

fagomschweizklSvdutrangp jadxby

I love non-alphabet characters. These are : ", &@S5~(*;?&#. That's it!
L ptbl vxx-lxcvprvl vbvnxasesu. Wl1jyl iao : *,&@S~(#;?&#. Etnh'h yk!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
Jj becomes Ii because we use ENGLISH _SQUARE_IJ!

Mn glkwvpd Vw qutsnmz sb sre FPKPOYP_AZEMDS XY!

Ii becomes Ii because we use ENGLISH SQUARE ITI!

text

text

text

I don't love non-alphabet characters. I will remove all of them: ", &Q@S~(*;?&#. Great!

jfrryrvdnxzznzexrtxnxdxpzcuguwncptubpyb jtgcdhzodbkfrfcw
idontlovenonalphabetcharactersiwillremoveallofthemgreat

rro

2.11 Chao

class secretpy.Chao
The Chaocipher

decrypt (text, key, alphabet=None)
Decryption method

Parameters

* text (string) - Textto decrypt

24 Chapter 2. API
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* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns decrypted text
Return type string

encrypt (text, key, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns encrypted text

Return type string

2.11.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#*-

from secretpy import Chao, CryptMachine, alphabets
from secretpy.cmdecorators import UpperCase, SaveSpaces

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

print (" ")
alphabet = "ptlnbqgdeoysfavzkgjrihwxumc" # RIGHT WHEEL PT
key = "hxuczvamdslkpefjrigtwobnyg" # LEFT WHEEL CT

cm = SaveSpaces (UpperCase (CryptMachine (Chao (), key)))
cm.set_alphabet (alphabet)

plaintext = "well done is better than well said"
encdec (cm, plaintext)

plaintext = "plaintext"
encdec (cm, plaintext)

cm.set_alphabet (alphabets.ENGLISH)
cm.set_key (alphabets.ENGLISH)
plaintext = "do not use pc"
encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

Output:

well done is better than well said
OAHQ HCNY NX TSZJRR HJBY HQKS OUJY
WELL DONE IS BETTER THAN WELL SAID
plaintext

HULROKQUA

PLAINTEXT

do not use pc

DN LLQO QYM Mw

DO NOT USE PC

2.12 Columnar Transposition

class secretpy.ColumnarTransposition
The Columnar Transposition Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (string)— Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.12.1 Examples
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#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import ColumnarTransposition, CryptMachine

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))
print (" ")

key = "cargo"
cm = CryptMachine (ColumnarTransposition(), key)

plaintext = "attackatdawn"
encdec (cm, plaintext)

key = "deutsch"

cm. set_key (key)

plaintext = "howstuffworks"
encdec (cm, plaintext)

rro

attackatdawn
tanakwadcatt
attackatdawn
howstuffworks
ushfowftksrwo
howstuffworks

2.13 Four Square

class secretpy.FourSquare
The Four-Square Cipher

decrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’'p’, ’q’,

rassts M»V,W’X,y,Z
Decryption method

Parameters
* text (string) - Text to decrypt
* key (tuple of two strings)-— Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.13. Four Square 27
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encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’'p’, ’q’,
S W, W, X Y 7))

r 9 S 9 t b u b v b W b 'x 9 y 9
Encryption method

Parameters
* text (string) - Text to encrypt
* key (tuple of two strings)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.13.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-—

from secretpy import FourSquare, CryptMachine, alphabets
from secretpy.cmdecorators import UpperCase

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)
print (" ")

alphabet = alphabets.ENGLISH_SQUARE_OQ
key = (u"example", u"keyword")
cm = UpperCase (CryptMachine (FourSquare()))

cm.set_alphabet (alphabet)

cm. set_key (key)

plaintext = u"Help me Obi wan Kenobi"
encdec (cm, plaintext)

plaintext = u"Help me Obi wan Kenobi a"
encdec (cm, plaintext)

alphabet = alphabets.ENGLISH_SQUARE_IJ
cm.set_alphabet (alphabet)

key = (u"criptog", u"segurt")
cm.set_key (key)

plaintext = u"Attack at dawn!"

encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

Help me Obi wan Kenobi
FYGMKYHOBXMFKKKIMD
HELPMEOBIWANKENOBI

Help me Obi wan Kenobi a
FYGMKYHOBXMFKKKIMDPT
HELPMEOBIWANKENOBIAZ
Attack at dawn!
PMMUTBPMCUXH
ATTACKATDAWN

2.14 Gronsfeld

class secretpy.Gronsfeld
The Gronsfeld Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.14.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import Gronsfeld

(continues on next page)
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(continued from previous page)

from secretpy import alphabets

alphabet = alphabets.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog
key = (4, 7, 9)

cipher = Gronsfeld()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

HAFHAFFHAFFHAFFRAFFHAFFAAFHAAFHAAFFAAFHAAFEAAFRAAFEAAFS

plaintext = u"attackatdawn"
key = (14, 2, 11)

print (plaintext)

enc = cipher.encrypt (plaintext, key)
print (enc)

dec = cipher.decrypt (enc, key)

print (dec)

rro

thequickbrownfoxjumpsoverthelazydog
xonudrgrkvvbrmxdqBqwdsiinvdqis jRbmsn
thequickbrownfox jumpsoverthelazydog
attackatdawn
oveoevovooyy

attackatdawn
rri

2.15 Keyword

class secretpy.Keyword
The Keyword Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string
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encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.15.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import Keyword, alphabets

alphabet = alphabets.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = "queenly"

cipher = Keyword()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

print (" ——— ")
plaintext = u"thisisasecretmessage"
key = "keyword"

# use default english alphabet
print (plaintext)

enc = cipher.encrypt (plaintext, key)
print (enc)

dec = cipher.decrypt (enc, key)

print (dec)

2.16 MyszkowskiTransposition

class secretpy.MyszkowskiTransposition
The Myszkowski Transposition Cipher

decrypt (text, key, alphabet=None)
Decryption method

Parameters

2.16. MyszkowskiTransposition
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* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.16.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#*-

from secretpy import MyszkowskiTransposition, CryptMachine
from secretpy import alphabets

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))
print("-———-- ")

key = "tomato"
cm = CryptMachine (MyszkowskiTransposition (), key)

alphabet = alphabets.ENGLISH

cm.set_alphabet (alphabet)
plaintext = "wearediscoveredfleeatonce"
encdec (cm, plaintext)

rro

wearediscoveredfleeatonce
rofoacdtedseeeacweivrlene
wearediscoveredfleeatonce
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2.17 Nihilist

class secretpy.Nihilist
The Nihilist Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.17.1 Examples

#!/usr/bin/python
# —x— encoding: utf—-8 —x-—

from secretpy import Nihilist
from secretpy import CryptMachine

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = "russian"

cm = CryptMachine (Nihilist (), key)

alphabet = [
U"Z", u"e", U"b", U"f", u"a“,
U"S", u"C", U"d", u"f", U"g"’
a"h", u"ij", u"k", u"l", u"m",

(continues on next page)
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(continued from previous page)

U"I’l", u"o", U"p", u"q", U"t",
n U"y"
’

u"u u"v u"

"
’

" n "
w", u"x",

1
plaintext = u"dynamitewinterpalace"
cm.set_alphabet (alphabet)

encdec (cm, plaintext)

alphabet = [
u"a", u"b", u"c", u"d", u"e", u"f",
u"g", u"h", u"i", u"j", u"k", u"l",
u"m", u"n", u"o", u"p", u"g", u"r"
a"s", u"t", u"u", u"v", u"w", u"x",
u"y", u"z", u"o0", u"l", u"2", u"3",
u"4", u"5", u"e", u"7", u"g", u"9",

1

key = "freedom"

plaintext = u"meetthursday2300hr"

cm.set_alphabet (alphabet)

cm. set_key (key)

encdec (cm, plaintext)

alphabet = [

nn nn n " n lv

u"", u"", u u u u
u"ll u""’ ull" ull" ull" ull"
u" n u" n ull n u" " u" " u" "

14 r
u" n ull n ull n u" n” u" " u" "

14 ’
u" n u" n ull n u" " ull " u" n

’

u"l", u"2ll, u"3", "4" "5", u"6ll

cm.set_alphabet (alphabet)
key = yu""

plaintext = u""

encdec (cm, plaintext)

alphabet = [
u"A" u"B" u"pr u"A" u"E"
4 ’ ’ 4 ’
u"z", u"H", un@n, u"i", u"kK",
uHAH, u"™M", u"N", U"E", u"o",
ullHll ullP" U"E" ullT" u"'rll
’ 4 4 4 4
l,l"q)", U"X", U"\I/", ullQ"
]
plaintext = u"IIINAKAY"
cm.set_alphabet (alphabet)
encdec (cm, plaintext)

rro

Output:

dynamitewinterpalace

37 106 62 36 67 47 86 26 104 53 62 77 27 55 57 66 55 36 54 27

dynamitewinterpalace

meetthursday2300hr

47 51 30 57 56 55 74 52 77 29 26 65 88 87 69 89 37 51
meetthursday2300hr

(continues on next page)
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102 82 90 101 102

[I1INARKAY
95 78 87 65 79 65 97
I INARAY

2.18 Playfair

class secretpy.Playfair

The Playfair Cipher
decrypt (te.xt, key=”, alphab€t=(’a’, ’b’, ’C’, rdy’ ’e,, if’, ’g’, ’h’, ’ij’, ’k’, ,l’, ym)’ yny’ ’0’, ypy, yqy’ yr;’
SLE W,V WK Y )
Decryption method
Parameters

* text (string) - Textto decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, EN-
GLISH_SQUARE_1J is used

Returns text
Return type string

L S S N A D I e )

encrypt (text, key=", alphabet=("a’, ’b’, ’c’, ’'d’, ’e’, ’f’, ’g’, ’h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, 'p’, ’q’, 'r’,
s W, W, Y )
Encryption method
Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, EN-
GLISH_SQUARE_IJ is used

Returns text

Return type string

2.18.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#*-—

from secretpy import Playfair, CryptMachine
from secretpy.cmdecorators import UpperCase

(continues on next page)
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(continued from previous page)

def encdec (machine, plaintext):
print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

dec =
print (dec)

print (" ")

machine.decrypt (enc)

cm = UpperCase (CryptMachine (Playfair()))
alphabet = [
ullp", u"l", u"a", u"yH, u"f",
u"i", U"I", u"e", u"X", u"m",
u"b" ullcll u"d" ullgll u"h"
’ 14 ’ 14 ’
ullk", U"D", u"O", u"qlll u"S",
u"t", U"U", ullvll, U"W", u"Z",

]
cm.set_alphabet (alphabet)
plaintext = u"Hide the gold
encdec (cm, plaintext)

in the tree stump"

plaintext = "sometext"

encdec (cm, plaintext)
plaintext = "this is a secret message"

encdec (cm, plaintext)

rro

Hide the gold in the tree stump
BMODZBXDNABEKUDMUIXMMOUVIF
HIDETHEGOLDINTHETREESTUMP
sometext

KOQIXVIIW

SOMETEXT

this is a secret message
ZBMKMKFORDEXZIMOOFDX
THISISASECRETMESSAGE

2.19 Polybius

class secretpy.Polybius
The Polybius Cipher

decrypt (text, key=", alphabet=('a’, ’b’, ’c’, ’'d’, ’e’, ’f’, 'g’, 'h’,

WLV W
Decryption method

’x’,’y’,’z’))

Parameters

* text (string) - Textto decrypt

;ijr, ’k’, ,l’, ymx,

>

I N A )
n,07p7q3rs

36
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* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string
encrypt (text, key=”, alphab€t=(’a’, Jb), ch’ ’d’, )e;, f’, ,g’, rhx’ ,ij’, ka’ )lJ’ )m)’ )n)’ )0)’ )p)’ )q)’ )r),
)S)’ )t)’ )u!’ )v), ,W” )x)’ !y)’ ’Z’))
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.19.1 Examples

#!/usr/bin/python
# —x— encoding: utf-8 —x*-—

from secretpy import Polybius, CryptMachine
from secretpy.cmdecorators import LowerCase
import secretpy.alphabets as alph

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = CryptMachine (Polybius())

plaintext = u"defendtheeastwallofthecastle"
encdec (cm, plaintext)

alphabet = [
u"p", ullh"’ u"q", ullg"’ u"m",
ulle"’ ulla", ully"’ ulllll, ulln“’
UIIO", u"f", ulld", U"X", ullk",
uHr" ullcll uHV" ullsll u"Z"

4 r 4 14 4

uHW"’ ullbll, ullu"’ ulltll, u"ij"

1

cm.set_alphabet (alphabet)

plaintext = "sometext"

encdec (cm, plaintext)

(continues on next page)
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plaintext = "thisisasecretmessage"
encdec (cm, plaintext)

cm.set_alphabet (alph.GREEK)
plaintext = u"ll[INAKAX"

cm = LowerCase (cm)

encdec (cm, plaintext)

2.20 Porta

class secretpy.Porta
The Porta Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
e text (string) - Textto decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.20.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import Porta
from secretpy import alphabets

alphabet = alphabets.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = u"dogs"

(continues on next page)
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(continued from previous page)

cipher = Porta()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

G

print ("= "y
plaintext = u"attackatdawn"
key = u"lemon"

print (plaintext)

enc = cipher.encrypt (plaintext, key)
print (enc)

dec = cipher.decrypt (enc, key)

print (dec)

rro

thequickbrownfoxjumpsoverthelazydog
dBwheputrkrn3éroznpgcvdibmziibwhatvy
thequickbrownfoxjumpsoverthelazydog
attackatdawn
seauvppaxtel
attackatdawn

rro

2.21 Rot13

class secretpy.Rotl3
The Rot13 Cipher (Half)

decrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters

2.21. Rot13
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* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.21.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import Rotl3, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll

def encdec (machine, plaintext):
print (" ——— ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = SaveAll (CryptMachine (Rot1l3()))

plaintext = u"This is a secret message"
encdec (cm, plaintext)

plaintext = u"Why did the chicken cross the road Gb trg gb gur bgure fvgr"
encdec (cm, plaintext)

plaintext = u"The quick brown fox jumps over the lazydog"
cm.set_alphabet (al.GERMAN)
encdec (cm, plaintext)

plaintext = u""
cm.set_alphabet (al.RUSSIAN)
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u""

encdec (cm, plaintext)

This is a secret message
Guvf vf n frperg zrffntr
This 1is a secret message
Why did the chicken cross the road Gb trg gb gur bgure fvqgr
Jul qvg gur puvpxra pebff gur ebng To get to the other side

(continues on next page)
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(continued from previous page)

Why did the chicken cross the road
The quick brown fox jumps over the
Ewt bfxrz qcBhi uBi yfdad Bgtc ewt
The quick brown fox jumps over the

Gb trg gb gur bgure fvqr

lazydog
dpk jsBv
lazydog

2.22 Rot5

class secretpy.Rotb5
The Rot5 Cipher

decrypt (text, key=None, alphabet=None)

Decryption method

Parameters

e text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

encrypt (text, key=None, alphabet=None)

Encryption method

Parameters

* text (string) - Text to encrypt

* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

2.22.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —#-

(continues on next page)
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from secretpy import Rot5
from secretpy import alphabets
from secretpy import CryptMachine

def encdec (machine, plaintext):
print (" ™)
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = CryptMachine (Rot5())

plaintext = alphabets.DECIMAL
encdec (cm, plaintext)

rro

0123456789
5678901234
0123456789

rro

2.23 Rot18

class secretpy.Rotl8
The Rot18 Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
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Return type string

2.23.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

secretpy import Rotl8

secretpy import CryptMachine
secretpy.cmdecorators import SaveCase,
secretpy import alphabets

from
from
from
from

def encdec (machine, plaintext):
print (" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = SaveCase (SaveSpaces (CryptMachine (Rot18())))

u"The man has 536 dogs"
plaintext)

plaintext =
encdec (cm,

plaintext = alphabets.RUSSIAN + alphabets.DECIMAL
cm.set_alphabet (alphabets.RUSSIAN)

encdec (cm, plaintext)

plaintext = u" 0536 "

encdec (cm, plaintext)

plaintext = alphabets.GREEK + " " + alphabets.DECIMAL
cm = UpperCase (cm)
cm.set_alphabet (alphabets.GREEK)

encdec (cm, plaintext)

SaveSpaces,

UpperCase

2.24 Rot47

class secretpy.Roté47
The Rot47 Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used

Returns text

2.24. Rot47
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Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.24.1 Examples

#!/usr/bin/python
# —#— encoding: utf—-8 —#-—

from secretpy import Rot47
from secretpy import CryptMachine
from secretpy.cmdecorators import SaveSpaces

def encdec (machine, plaintext):
print (" ———— ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = SaveSpaces (CryptMachine (Rot47()))

plaintext = u"The man has 536 dogs"
encdec (cm, plaintext)

2.25 Simple Substitution

class secretpy.Scytale
The Scytale Cipher

decrypt (text, key, alphabet=None)
Decryption method :param text: Text to decrypt :param key: Decryption key - Number of windings :param
alphabet: Alphabet which will be used,

if there is no a value, English is used

Returns decrypted text

Return type string
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encrypt (text, key, alphabet=None)

Encryption method :param text: Text to encrypt :param key: Encryption key - Number of windings :param

alphabet: Alphabet which will be used,

if there is no a value, English is used

Returns encrypted text

Return type string

2.25.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#-—

from secretpy import Scytale, CryptMachine, alphabets
from secretpy.cmdecorators import SaveAll

alphabet = alphabets.GERMAN

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = 3

cipher = Scytale()

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

print (plaintext)

# use default english alphabet

enc = cipher.encrypt (plaintext, key)
print (enc)

dec = cipher.decrypt (enc, key)

print (dec)

# using cryptmachine

def encdec (machine, plaintext):

print ("

print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)
cm0.set_alphabet (alphabet)

plaintext = "I love non-alphabet characters. These are : ", &Q@S~ (*;2&#.

cm = SaveAll (cm0)
encdec (cm, plaintext)

That's it!"

(continues on next page)
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(continued from previous page)

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~
— (*;?2&#%#. Great!"
cm = cm0

encdec (cm, plaintext)

rro

Output:

thequickbrownfoxjumpsoverthelazydog
tgcrnxmorezohukof jpvtlygeibwousehad
thequickbrownfox jumpsoverthelazydog

thequickbrownfox jumpsoverthelazydog
tgcrnxmorezohukof jpvtlygeibwousehad
thequickbrownfoxjumpsoverthelazydog

I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
I vola tac-rheeaile npbcrtseat. Ttona heh : ", &Q@S$~(*;?&#. Aets'r hs!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

I don't love non-alphabet characters. I will remove all of them: ", &Q@S~(*;?&#. Great!
inonahehaeilevlfertdtvolatacrwlmeltmeolenpbcrtsiroaohga
idontlovenonalphabetcharactersiwillremoveallofthemgreat

2.26 Simple Substitution

class secretpy.SimpleSubstitution
The Simple Substitution Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (fext, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used
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Returns text

Return type string

2.26.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-—

from secretpy import SimpleSubstitution
from secretpy import alphabets

alphabet = alphabets.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = u"dabcghijokzlmnpgrstuviwxyddelil"

cipher = SimpleSubstitution()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

rHAAAAAAAAAAAAAAAFAAAAAA AR AR AR AR FAAAFAAAFEAFFAS

plaintext = u"thisisasecretmessage"
alphabet = alphabets.ENGLISH
key = u"dabcghijokzlmnpgrstuviwxye"

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

rro

thequickbrownfox jumpsoverthelazydog
ujgrvobzaspwnhpxkvmgtpfgsujglddycpi
thequickbrownfoxjumpsoverthelazydog
thisisasecretmessage
ujototdtgbsgumgttdig
thisisasecretmessage

rro

2.27 Three Square

class secretpy.ThreeSquare
The Three Square Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

2.27. Three Square a7
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Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.27.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —#-—

from secretpy import ThreeSquare

from secretpy import CryptMachine

from secretpy import alphabets

from secretpy.cmdecorators import NoSpaces, UpperCase

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

alphabet = alphabets.ENGLISH_SQUARE_O0Q

key = (u"example", u"keyword", u"third")

cm = NoSpaces (UpperCase (CryptMachine (ThreeSquare())))
cm.set_alphabet (alphabet)

cm.set_key (key)

plaintext = u"Help me Obi wan Kenobi"

encdec (cm, plaintext)

alphabet = alphabets.ENGLISH_SQUARE_TIJ
cm.set_alphabet (alphabet)
key = (u"criptog", u"segurt", u"mars")

(continues on next page)
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(continued from previous page)

cm. set_key (key)
plaintext = u"attack at dawn"
encdec (cm, plaintext)

rro

Help me Obi wan Kenobi
HJIKNEMDHOHSACLYRISFJKUUKBEF
HELPMEOBIWANKENOBI

attack at dawn
QCTZABCSKXCATDAFWN
ATTACKATDAWN

2.28 Trifid

class secretpy.Trifid
The Trifid Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string)— Alphabet which will be used, if there is no a value, English with
‘) isused

Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string)— Alphabet which will be used, if there is no a value, English with
¢’ is used

Returns text

Return type string

2.28.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —#*-—

(continues on next page)
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(continued from previous page)

from secretpy import Trifid, CryptMachine
from secretpy.cmdecorators import SaveAll

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = 5
cm = CryptMachine (Trifid(), key)

alphabet = u"epsducvwym.zlkxnbtfgorijhaq" # 27 characters
cm.set_alphabet (alphabet)

plaintext = u"defendtheeastwallofthecastle"
encdec (cm, plaintext)

cml = cm
alphabet = (
u"aéé", ullbll, u"C",
u"d", u"e", u"f",
u"g", u"h", u"i",
u"j", u"kll, u"l",
u"m", u"n", u"od",
qu"’ u"q", uHr"’

ullsll, u"tll, u"u",
qu"’ u"W", U"X",
ullyll, ullzll, ull+ll,

)

cml.set_alphabet (alphabet)

plaintext = u"Flygande bdckasiner soéka hwila pa mjuka tuvor!"
encdec (cml, plaintext)

cm2 = SaveAll (cm)
alphabet = "felixmardstbcghjknopquvwyz+"
cm2.set_alphabet (alphabet)

plaintext = u"Aide-toi, le ciel t'aidera"
encdec (cm2, plaintext)

rro

defendtheeastwallofthecastle
suefecphsegyyjiximfofocejlrf
defendtheeastwallofthecastle

Flygande bdckasiner s8ka hwila pa mjuka tuvor!
fbiiajbmdmdsazckwpnujshvokdgpaqggackzkri
flygandebackasinersokahwilapamjukatuvor

(continues on next page)
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(continued from previous page)

Aide-toi, le ciel t'aidera
Fmjf-voi, ss uftf p'ufeqqgc
Aide-toi, le ciel t'aidera

2.29 Two Square

class secretpy.TwoSquare
The Two-Square Cipher, also called Double Playfair

decrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’'p’, 'q’,

ras’t’ M»V,W’X,y,Z
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

EINE IR RS IR RS N RS I )

encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’p’, ’q’,
s R W,V W x Y 7))
Encryption method
Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.29.1 Examples

#!/usr/bin/python
# —x— encoding: utf-8 —x*-—

from secretpy import TwoSquare, CryptMachine, alphabets
from secretpy.cmdecorators import UpperCase

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)

(continues on next page)
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(continued from previous page)

print (enc)

dec = machine.decrypt (enc)

print (dec)

print ("-—————— ")

alphabet = alphabets.ENGLISH_SQUARE_O0Q
key = (u"example", u"keyword")
cm = UpperCase (CryptMachine (TwoSquare()))

cm.set_alphabet (alphabet)

cm.set_key (key)

plaintext = u"Help me Obi wan Kenobi"
encdec (cm, plaintext)

plaintext = u"Help me Obi wan Kenobi y"
encdec (cm, plaintext)

rro

Help me Obi wan Kenobi
XGDLXWSDJYRYHOTKDG
HELPMEOBIWANKENOBI

Help me Obi wan Kenobi y
XGDLXWSDJYRYHOTKDGZX
HELPMEOBIWANKENOBIYZ

2.30 Vic

class secretpy.Viec
The Vic Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

Parameters
e text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters

* text (string) - Text to encrypt

52

Chapter 2. API




20

21

22

23

24

25

26

27

28

29

30

SecretPy Documentation, Release 1.0

* key (integer)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.30.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import Vic
from secretpy import CryptMachine

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = "0452"

cm = CryptMachine (Vic (), key)

alphabet = [
uHeH, ulltll, u"ll, uHaH’ u"O", U"n", u"", u"rll, U"j_", u"Sll,
ullb", u"c", ulld", u"f", ullg", u"h", ullj", u"k", u"l", u"m",
u"p"’ ullq", u"/"’ ullu", uﬂv"’ ullw", u"X"’ ully", u"Z"’ ull.",

]

plaintext = u"attackatdawn"

cm.set_alphabet (alphabet)

encdec (cm, plaintext)

rro

Output:

attackatdawn
anwhrsanroaeer
attackatdawn

2.31 Vigenere

class secretpy.Vigenere
The Vigenere Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
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* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.31.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#*-

from secretpy import Vigenere, alphabets

alphabet = alphabets.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = u"kss"

cipher = Vigenere ()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

FRAFAFEAAAFAAAAFAARAFAAAAFAAEAAAFEAAAF A AR A AR AHAHAFHA

print (""" ")
plaintext = u"attackatdawn"
key = u"lemon"

print (plaintext)

enc = cipher.encrypt (plaintext, key)
print (enc)

dec = cipher.decrypt (enc, key)

print (dec)

rro

(continues on next page)
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(continued from previous page)

thequickbrownfox jumpsoverthelazydog
BzwdidmitSckxxcdbiwdgy jwbhzoBstfmvyy
thequickbrownfoxjumpsoverthelazydog
attackatdawn
Ixfopvefrnhr
attackatdawn

rro

2.32 Zigzag

class secretpy.Zigzag
The Zigzag Cipher (Rail-Fence)

decrypt (text, key, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key
* alphabet (string)—unused

Returns text

Return type string

encrypt (text, key, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key
* alphabet (string)—unused
Returns text

Return type string

2.32.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#-—

from secretpy import Zigzag

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
plaintext = u"thequick"
key = 3

chipher = Zigzag()

(continues on next page)
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(continued from previous page)

print (plaintext)

enc = chipher.encrypt (plaintext, key)
print (enc)

dec = chipher.decrypt (enc, key)

print (dec)

#HEAAFRAAFRARFHAAFRAFHAAFFAAFRAAF A FEAAF AR F RS

plaintext = u"wearediscoveredfleeatonce"

print (plaintext)

enc = chipher.encrypt (plaintext, key)
print (enc)

dec = chipher.decrypt (enc, key)

print (dec)

FHEAFFRAFFRAFFHAFFRAFHAAFHAAFRAAFEAAFEAAFRAFHEAAF R RS

plaintext = u"defendtheeastwallofthecastle"
key = 4

print (plaintext)

enc = chipher.encrypt (plaintext, key)
print (enc)

dec = chipher.decrypt (enc, key)

print (dec)

rro

thequickbrownfox jumpsoverthelazydog
tubnjsrldhgikrwfxupoeteayoecoomvhzg
thequickbrownfoxjumpsoverthelazydog
wearediscoveredfleeatonce
wecrlteerdsoeefeaocaivden
wearediscoveredfleeatonce
defendtheeastwallofthecastle
dttfsedhswotatfneaalhcleelee
defendtheeastwallofthecastle

rro
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