SecretPy Documentation
Release 1.0

Read the Docs

Jul 27, 2021






Contents:

1 SecretPy 1
L1 DesCription . . . . v v v v e e e e e e e e e e e e e e e e e e e e e e e 1
1.2 Inmstallation . . . . . . . . L e e e e 2
1.3 Usage . . . . o o e e e e e e e 2

1.3.1 0 Direct way . . . . . oo e e e e e e e 2
1.3.2  CryptMachine . . . . . . . . . . e e e e e e e e e e 3
1.3.3  CompositeMachine . . . . . . . . . . . e e e e e e e 4
L4 Maintainers . . . . . . v v v it e e e e e e e e e e e e e e e e e e e e e e 5
2 API 7
2.1 ADEGX . . o e 7
2,11 Examples . . . ... e e e e e e e e 8
2.2 ADFGVX . . e 10
22,1 Examples . . ... e e e 10
23 Affine . . . .. 12
231 Examples . . . oo . e e e e e e e e e e e 12
24  Atbash . . .. 14
241  Examples . . ... e e 15
2.5 AUOKEY . ..o 16
2.5.1  Examples . . ... e e e e e e e e e e e 16
2.6 Bazeries . ... e e e 18
2.6.1  Examples . . . . .. e e e e e 19
277 Beaufort . . . ... e e 20
27.1  Examples . . ... e 20
2.8 Bifid . ... 22
2.8.1  Examples . . . . .. e e e e e e e e e 23
2.9 CaBSAT . . . . e e e 24
2.9.1  Examples . . . . .. e e e e e e e e 25
2.10 Caesar Progressive . . . . . . . . . ... e e 26
2.10.1 Examples . . . . ... e e e 27
2.11 Chao . . . . . e 29
2011 Examples . . . . . e e e e e e e e e e e e e e 29
2.12 Columnar Transposition . . . . . . . . . . . o it i e e e e e e 30
2.12.1 Examples . . . ... e e 31
2.13 Four Square . . . . . . . e e e e e e e e e 32
213,10 Examples . . . . .. e e e e e e e e e e e e e e e 33




2,14 Gronsfeld . . . . .. 34
2,141 Examples . . . . .. e e e e e e e e e e e e e 35

215 Keyword . . . .o e e e e e e e e e e e 36
2.15.1 Examples . . . . ... e e 37

2.16 MyszkowskiTransposition . . . . . . . . . . o i e e e e e e 39
2.16.1 Examples . . . . . e e 39

2,17 Nihilist . . . 41
207.1 Examples . . . . .. e e e e e e e e e e e e 41

2.18 Playfair . . . . . L e e e e e e 43
2.18.1 Examples . . . . .. e e e e e e e 44

2.19 Polybius . . . . e 45
2.190.1 Examples . . . . .. e e e e e e e e e e e e e 46

220 Porta . ... 47
2.20.1 Examples . . . . .. e e e e e e e e 47

221 ROtI3 . o e e 49
221.1 Examples . . . ... 49

222 ROES . e 50
2.22.1 Examples . . . . .. e e e e e e e e e e e e e e e 51

223 ROtI8 . . . 52
223.1 Examples . . . ... e e 52

224 ROMT . . o o e e e 53
2241 Examples . . . ... e 54

2.25 Scytale . ... e e e e e e e e e e e e 54
2.25.1 Examples . . . . .. e e e e e e e e 55

226 Simple Substitution . . . . . ... L e e e e e e e 56
226.1 Examples . . . ... e 57

227 Three SQUAre . . . . . . . . ottt e e e e e e e e e e e 59
2.27.1 Examples . . . . .. e e e e e e e e e e e e e e e 59

228 Trifid . ... 60
2.28.1 Examples . . . . .. e e e e e e e e 61

229 TWOSqUAre . . ..o e e e e e e 62
229.1 Examples . . . . ... e e 63

230 VIC . e 64
2.30.1 Examples . . . . .. e e e e e e e e e e e e e 64

231 VIZENEIE . . . o v v i i e e e e e e e e e e e e e e e e e e 65
2311 Examples . . . . . e e e e e e e e 66

232 ZAGZAZ . . . e e 67
2321 Examples . . . ... e e 68

3 Indices and tables 71
Index 73




CHAPTER 1

SecretPy

Download:

https://pypi.org/project/secretpy

Documentation:

https://secretpy.readthedocs.io

Source code & Development:

https://github.com/tigertv/secretpy

1.1

Description

SecretPy is a cryptographic Python package. It uses the following classical cipher algorithms:

Affine

Atbash

Bazeries

Beaufort

Caesar, Caesar Progressive

Chaocipher

Keyword

Playfair, Two Square(Double Playfair), Three Square, Four Square
Polybius, ADFGX, ADFGVX, Bifid, Trifid, Nihilist

Rot13, Rot5, Rot18, Rot47

Simple Substitution



https://pypi.org/project/secretpy
https://pypi.org/project/secretpy
https://pypi.org/project/secretpy
https://secretpy.readthedocs.io/en/latest
https://pypi.org/project/secretpy
https://github.com/tigertv/secretpy
https://travis-ci.org/tigertv/secretpy
https://pypi.org/project/secretpy
https://secretpy.readthedocs.io
https://github.com/tigertv/secretpy
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* Transposition: Columnar, Scytale, Spiral, Myszkowski, Zigzag(Railfence)
* Vic

* Vigenere, Autokey, Gronsfeld, Porta

1.2 Installation

To install this library, you can use pip:

’pip install secretpy

Alternatively, you can install the package using the repo’s cloning and the make:

git clone https://github.com/tigertv/secretpy
cd secretpy
make install

1.3 Usage

1.3.1 Direct way

The cipher classes can encrypt only characters which exist in the alphabet, and they don’t have a state.

from secretpy import Caesar, alphabets as al

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

print (cipher.decrypt (enc, key, alphabet))

key = 3
cipher = Caesar|()

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
encdec (cipher, plaintext, key)

alphabet = al.GERMAN
plaintext = u"schweiBgequaltvomddentextziirnttypografjakob"
encdec (cipher, plaintext, key, alphabet)

alphabet = al.SWEDISH
plaintext = u"fagqomschweizkldvdutrangpjaxby"
encdec (cipher, plaintext, key, alphabet)

rro

Output:

(continues on next page)

2 Chapter 1. SecretPy



SecretPy Documentation, Release 1.0

(continued from previous page)

thequickbrownfoxjumpsoverthelazydog
wkhtxlfneurzgiramxpsvryhuwkhodchbgrj
thequickbrownfox jumpsoverthelazydog

schweiBgequdltvombdentextziirnttypograf jakob
vfkzhlcjhtxBowyrpaghqgwhidwlibugwwdsr judimdnre
schweiBgequdltvombdentextziirnttypograf jakob

in
1t

fagomschweizkldvdutrangp jadxby
idtrpvfkzhlbnocygxwuaqgjsmbaed
fagomschweizkldvdutrdngp jaxby

rro

1.3.2 CryptMachine

CryptMachine saves a state. There are alphabet, key and cipher, they can be changed at anytime. In the previous ex-
ample, plaintext contains only characters existing in the alphabet i.e. without spaces and etc. To change the behaviour,
you can use CryptMachine and decorators(SaveAll, Block), soit’s a preferred way to do encryption/decryption:

from secretpy import Caesar, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll, Block

def encdec (machine, plaintext):
print (M- ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = 3
cipher = Caesar|()
cm0 = CryptMachine (cipher, key)

cm = cm0
cm.set_alphabet (al.ENGLISH)
plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@S$~

— (*;2&#%#. Great!"
encdec (cm, plaintext)

cm = Block(cm, length=5, sep="-")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cmO)
plaintext = "I love non-alphabet characters. These are : ", &@S$~(x;?&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

(continues on next page)
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cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u'"text
encdec (cm, plaintext)

I don't love non—-alphabet characters. I will remove all of them: ", &Q@S~(*;?&#. Great!
lgrgworyhqgrqdoskdehwfkdudfwhuvlzloouhpryhdooriwkhpjuhdw
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!

wklvw—hawlv—-glylg—hgebe-orfnv-riohg—jwk

thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &Q@S$~(#*;?&#. That's it!
L oryh grg-doskdehw fkdudfwhuv. Wkhvh duh : *,&@S~(#;?&#. Wkdw'v lw!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Mm ehfrphv Mm ehfdxvh zh xvh HQKOMVI_VTXDUH_MM!
Ii becomes Ii because we use ENGLISH SQUARE II!
text
text
text

rro

1.3.3 CompositeMachine

Combining several ciphers to get more complex cipher, you can use CompositeMachine:

from secretpy import Rotl3, Caesar, CryptMachine, CompositeMachine
from secretpy.cmdecorators import SaveAll

def encdec (machine, plaintext):
print ("=============================o=——====== ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

key = 5
plaintext = u"Dog jumps four times and cat six times"
print (plaintext)

cml = SaveAll (CryptMachine (Caesar (), key))
enc = cml.encrypt (plaintext)
print (enc)

(continues on next page)
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cm2 = SaveAll (CryptMachine (Rotl13()))
enc = cm2.encrypt (enc)
print (enc)

cm = CompositeMachine (cml)
cm.add_machines (cm2)

enc = cm.encrypt (plaintext)
print (enc)

encdec (cm, plaintext)

cm.add_machines (cml, cm2)
encdec (cm, plaintext)

rro

Output:

Dog jumps four times and cat six times
Itl ozrux ktzw ynrjx fsi hfy xnc ynrjx
Vgy bmehk xgmj laewk sfv usl kap laewk

Vgy bmehk xgmj laewk sfv usl kap laewk

Dog jumps four times and cat six times
Vgy bmehk xgmj laewk sfv usl kap laewk
Dog jumps four times and cat six times

Dog jumps four times and cat six times
Nyqg tewzc pyeb dswoc kxn mkd csh dswoc
Dog jumps four times and cat six times

1.4 Maintainers

* @tigertv (Max Vetrov)

1.4. Maintainers



https://github.com/tigertv
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CHAPTER 2

API

2.1 ADFGX

class secretpy.ADFGX
The ADFGX Cipher

decrypt (text’ ]{e))7 alphabet:(’a” )b), ’C’, )d!7 )e)7 Tf}7 )g)’ )h)’ )l'j)’ )k}, )l)’ )m)’ !n77 )0!’ Ip)’ !q}7 )r)’ !S)’
)t!, )u)’ ’V’, JW)’ )x), !y)’ ’Z)))
Decryption method
Parameters
* text (string) - Textto decrypt
* key (integer) — Decryption key is in ENGLISH

* alphabet (string)— Alphabet which will be used(length=25), if there is no a value,
ENGLISH_SQUARE_IJ is used

Returns text
Return type string

s

encrypt (te.xt, key, alphabet:(ya;’ ’b’, ’C’, ’d’, ’e’, f’, ;gy’ ’h’, ’ij’, ’k’, ’l’, ymy ’I’l’, ’0,, vpy, ,q’, )r;, ,S’,
I T B SN B U T B B SR I )

0w,V w, Xy, 7))
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key is in ENGLISH

* alphabet (string)— Alphabet which will be used(length=25), if there is no a value,
ENGLISH_SQUARE_1J is used

Returns text

Return type string
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2.1.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import ADFGX, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll, Block, UpperCase

alphabet = (
a"b", u"t", u"a", u"l", u"p",
u"d", u"h", u"o", u"z", u"k",
u"g", u"f", u"v", u"s", u"n",
a"g", u"ij", u"c", u"u", u"x",
ua"m", u"r", u"e", u"w", u"y"

)

key = "cargo"

cipher = ADFGX()

plaintext = u"attackatonce"

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

print (cipher.decrypt (enc, key, alphabet))
print("-——————————— ")

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)
cm = UpperCase (Block (cm0))
cm.set_alphabet (alphabet)
plaintext = u"Attack at once!"
encdec (cm, plaintext)

cml = SaveAll (cmO)
plaintext = u"Attack at once!"
encdec (cml, plaintext)

alphabet = al.GERMAN_SQUARE

key = "german"

cm. set_key (key)

cm.set_alphabet (alphabet)

plaintext = u"Schweilbgequdlt vom Oden Text zirnt Typograf Jakob"
encdec (cm, plaintext)

alphabet = (
uﬂuﬁﬁ", ullaéVl, u"b", U"Cé", u"ddl ll,
u"f", u"q"’ u"h", u"iijll’ ullzill’
u"k" u"lll u"m" u"nﬁ" ulloé"
’ 14 ’ ’ ’
u"p", u"q", u"ri‘", U"Sé", u"ttl",

(continues on next page)
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(continued from previous page)

ua"v", u"w", u"x", u"yy", u"eéée",
)
key = "czech"
cm. set_key (key)
cm.set_alphabet (alphabet)
plaintext = u"Necht’ jiZ htrisné saxofony d’&blu rozezvuci sin udésnymi tdény waltzu,
—tanga a quickstepu."
encdec (cm, plaintext)

alphabet = (
u"zz", u"aaa", u"b", u"cc", u"dd’'",
u"eé", u"f", u"g", u"h", u"iij",
u"k", u"lll’", u"m", u"odéd", u"p",
u"g", u"rr", u"ss", u"tt’", u"uu",
u"v", u"w", u"x", u"yy", u"na",

)

key = "slovak"

cm.set_key (key)

cm.set_alphabet (alphabet)

plaintext = u"Vypdtéd dcéra grdfa Maxwella s IQ nizsSim ako koén nuti cel’ad’ hryzt’

—hfbu Jjablk."

encdec (cm, plaintext)

alphabet = (
u"a", u"g", u"y", u"é", u"e",
u"¢", u"n", u"é", um", u"k",
u"A", u"p", u"v", u"é", u"o",
a"zx", u"p", u"o", u"rt", u"v",
u"e", u"x", u"yY", u"w", u"",

)

key = "greek"

cm.set_key (key)

cm.set_alphabet (alphabet)

plaintext = u"Zeoken(w Tnr Yuxodlpa oo Bdelvypc .

encdec (cm, plaintext)

rro

attackatonce

faxdfadddgdgfffafaxafafx

attackatonce

Attack at once!

FAXDF ADDDG DGFFF AFAXA FAFX

ATTACKATONCE

Attack at once!

Faxdfa dd dgdg!fffafaxafafx

Attack at once!

SchweiBgequdlt vom S8den Text zilirnt Typograf Jakob

DDAAX FFXGG FGDFF DFAAG GGGDG GAADG XGGFF AGGGG FAAAF XDXGD XXXFG DAXFG XAAGF FXGXD_,
—~GGAAD GGFAA XFXDD D

SCHWEISGEQUALTVOMODENTEXTZURNTTYPOGRAFIAKOB

Necht’ jiz hrisné saxofony d’abli rozezvuci sin udésnymi tény waltzu, tanga a,,
—quickstepu.

FGDXD GAXFX FFXAD GAGFX XDDXD DDAXA XGGGG GFFGA ADXAG AXXGF DGAFD AGGAX FDFGX XAXDA_,

—+XDAGG XGDXX DADAD AGGAX DFFGF XAFGX XGDAG GGGAX GGAAF XAGDG DGXDD GADFX“%@WR?OQQWWBQ?)
—ADGGG X

2.1. ADFGX 9
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(continued from previous page)

NECHTIIZHRISNESAXOFONYDABLUROZEZVUCISINUDESNYMITONYWALTZUTANGAAQUICKSTERPU

Vypdtd dcéra gréfa Maxwella s IQ niZs$im ako kér nuti &el’ad’ hryzt’ hibu jablk.
FADDD ADAGA FFXGD AXDGA XDAFD DADAA FGXGA XGGXF ADXDD DFDFX FDAXX DGADX DXGAA FFXFD_,
—~+DDFFG AAGGA AFXAA GGAXF GXGAF XDFDA GDFGG GDGFD DXXXA GXGDD GEDA
VYPATADCERAGROFAMAXWELLASIQNIZSIMAKOKONNUTICELADHRYZTHRBUIABLK

Zeoken(w Tnr Yuxoplpa oo Bde vy .

AXAGE XXXGF AXDXA AGFXA GFAXA GFFGA DFFFA AAAFA GXDGX DDDAD FFAGD AXDGX FAGGG D
ZEXKEIAZQTHNY Y XO0POOPAY.AX BAEAYT'MIA

2.2 ADFGVX

class secretpy.ADFGVX
The ADFGVX Cipher

decrypt (text, key, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer)— Encryption key

* alphabet (string)— Alphabet which will be used, if there is no a value, English with
numbers is used

Returns text

Return type string

2.2.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import ADFGVX, CryptMachine
from secretpy.cmdecorators import Block, UpperCase

(continues on next page)

10 Chapter 2. API




20
21
2
23
2
25
26
27
28
29
30
31
2
33
34
3s
36
37
38
39
40
41
)
43
44
45
46
47
48
49
50
51
52
53
54
55

56

57

58

60

61

SecretPy Documentation, Release 1.0

(continued from previous page)

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = "privacy"
cm = UpperCase (Block (CryptMachine (ADFGVX (), key), 4))

alphabet = (
u"n", u"a", u"1i", u"c", u"3", u"h",
u"g", u"t", u"b", u"2", u"o", u"m",
u"e", u"s5", u"w", u"r", u"p", u"d",
u"4", u"£", u"e", u"g", u"7", u"i",
u"9", u"j", u"o", u"k", u"l", u"gq",
u"s", u"u", u"v", u"x", u"y", u"z",

)

cm.set_alphabet (alphabet)

plaintext = "Attack at 12.00am!"

encdec (cm, plaintext)

key = "pangram"

cm. set_key (key)

plaintext = "The quick brown fox Jjumps over the lazy dog."
encdec (cm, plaintext)

alphabet = (

u"5", u"", um"" u u u
U"", u""" u"" u"" a"" u""
a"" u"" u"" ua"" a"" a""
14
a"" un"" un"" un"" um"" um""
’ ’
u""" u""" a"" u"" u"" u""
14 I4
ullo", u"lll, ull2", U"3", ull4", u"ll,

)

cm.set_alphabet (alphabet)
key = "russian"

cm.set_key (key)

plaintext = u", ! ? L
encdec (cm, plaintext)

rro

Attack at 12.00am!

DGDD DAGD DGAF ADDF DADV DVFA ADVX

ATTACKAT1200AM

The quick brown fox jumps over the lazy dog.

DXGF VDVD VFAA GGDX AFXG XGFA GFFA DDVG DDXA FAXG ADDF XXXD AXDX VVDD DGVV FXFA VVFX_,
— XV

THEQUICKBROWNFOXJUMPSOVERTHELAZYDOG

Ve . :

AAXF FGXG GDDF FVDA FDDG GGVF DGXV VAAV VEFXA XDDA DGAV AGDF AXFV VFDX GFVD XFVV FG

(continues on next page)
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63

2.3 Affine

class secretpy.Affine
The Affine Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (tuple of 2 integers)- Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (tuple of 2 integers)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.3.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#*-

from secretpy import Affine, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.ENGLISH
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
o |key = (7, 8)

2 |cipher = Affine()
13 |print (plaintext)

15 |enc = cipher.encrypt (plaintext, key, alphabet)

(continues on next page)
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print (enc)
dec = cipher.decrypt (enc, key, alphabet)
print (dec)

def encdec (machine, plaintext):
print ("=" % 80)
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)
cm = cm0

cm.set_alphabet (al.ENGLISH)
cm. set_key (key)

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~

— (*;?2&#%#. Great!"
encdec (cm, plaintext)

cm = Block(cm, length=4, sep="/=/")

cm.set_alphabet (al.SWEDISH + al.DECIMAL)

plaintext = "This text is divided by blocks of length 4!"
encdec (cm, plaintext)

cm = SaveAll (cm0)

plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#¥. That's it!"

encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "JJj becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
plaintext = u"text L
encdec (cm, plaintext)

cm = UpperCase (cm)

alphabet = al.GREEK

cm.set_alphabet (alphabet)

plaintext = u"©OMAer aper Kar TAuN 1 exevbepa. (Avdpa KAGo) "
encdec (cm, plaintext)

rro

thequickbrownfoxjumpsoverthelazydog
1fkgsmwapxcgvrcntsojeczkxlfkhibudcy
thequickbrownfox jumpsoverthelazydog

I don't love non-alphabet characters. I will remove all of them:

mdcvlhczkvevihjfipklwfixiwlkxemgmhhxkoczkihhcrlfkoyxkil
idontlovenonalphabetcharactersiwillremoveallofthemgreat

N, &Q@S~ (#;2&#. Great!

This text is divided by blocks of length 4!
yszr/=/y7ny/=/zr0z/=/92z07/=/0pup/=/héwa/=/réeh/=/7v1y/=/stf
thistextisdividedbyblocksoflength4

(continues on next page)
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(continued from previous page)

I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
Z h697 vév-ihé6sip7y wsikiwy7kr. Ys7r7 ik7 : *,&@S~(x;?&#. Ysiy'r zy!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH _SQUARE_IJ!
Pp gmxzlmc Pp gmxircm fm rcm MSADPCH _CORIVM _PP!
Ii becomes Ii because we use ENGLISH_SQUARE_IT!

AOOIP HOPINZ I'HP NKOZA A IOIXAIOXH. (HTA®OH I'MOY)
OAEI APET KAI TAMH H EAEBOEPA. (ANAPAY. KABOY)

rro

2.4 Atbash

class secretpy.Atbash
The Atbash Cipher

decrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
e text (string) - Text to decrypt
* key (integer) —is not used

* alphabet (string or tuple of strings) — Alphabet which will be used, if
there is no a value, English is used

Returns text
Return type string

encrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) —is not used

* alphabet (string or tuple of strings)— Alphabet which will be used, if
there is no a value, English is used

Returns text

Return type string

14 Chapter 2. API
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2.4.1 Examples

#!/usr/bin/python
# —%— encoding: utf-8 —*-—

from secretpy import Atbash, CryptMachine, alphabets
from secretpy.cmdecorators import UpperCase, SaveAll

def encdec (machine, plaintext):
print ("-" % 80)
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = UpperCase (CryptMachine (Atbash()))

plaintext = u"attackatdawn"
encdec (cm, plaintext)

plaintext = u""
cm.set_alphabet (alphabets.HEBREW)
encdec (cm, plaintext)

cm = SaveAll (cm)

plaintext = u"The quick brown fox Jjumps over the lazy dog."
cm.set_alphabet (alphabets.GERMAN)

encdec (cm, plaintext)

plaintext = u"Achtung Minen!!!"
encdec (cm, plaintext)

cm.set_alphabet (alphabets.ARABIC)
plaintext = u" "
encdec (cm, plaintext)

attackatdawn
ZGGZXPZGWZDM
ATTACKATDAWN

The quick brown fox jumps over the lazy dog.
KWz NJVOT UMPHQ YPG UJROL PIZM KWZ SBEF APX.
THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG.
Achtung Minen!!!
BOWKJQX RVQZQ!!!
ACHTUNG MINEN!!!

(continues on next page)
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(continued from previous page)

2.5 Autokey

class secretpy.Autokey
The Autokey Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (string) - Decryption key

* alphabet (string or tuple of strings)— Alphabet which will be used, if
there is no a value, English is used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string or tuple of strings) — Alphabet which will be used, if
there is no a value, English is used

Returns text

Return type string

2.5.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —#-

from secretpy import Autokey, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = "queenly"

cipher = Autokey ()
print (plaintext)

(continues on next page)
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(continued from previous page)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

def encdec (machine, plaintext):
print (M= ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cm0

cm.set_alphabet (al.ENGLISH + al.DECIMAL)

cm.set_key ("keys")

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~
— (*;?2&%#. Great!"

encdec (cm, plaintext)

cm = Block(cm, length=5, sep="-")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "JJj becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (u"")

plaintext = u"text e

encdec (cm, plaintext)

cm = UpperCase (cm)

alphabet = al.GREEK

cm.set_alphabet (alphabet)

cm.set_key (u"kAed™)

plaintext = u"©MAer aper Kar TAuN 1 eXevbepa. (Avdpa KAGo) "
encdec (cm, plaintext)

rro

thequickbrownfoxjumpsoverthelazydog

foiudtdBivamvhyydeelixionhbwwzvB1lwvk

thequickbrownfox jumpsoverthelazydog

I don't love non-alphabet characters. I will remove all of them: ", &Q@$~(*;?&#. Great!
shc5lo28xy28ey3uamtOcieacjtvrul 0z3tdmxzcimzé6sf4ssrzyimz
idontlovenonalphabetcharactersiwillremoveallofthemgreat

(continues on next page)
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(continued from previous page)

This text is divided by blocks of length 5!
316ac-15b1w—-0130g-myjlf-op0l3-2hvwl-1411
thistextisdividedbyblocksoflengthb

I love non-alphabet characters. These are : ", &Q@S~(*;?2&#.

That's 1it!

S pcdm y28-ey3uamt(0 cieacjtvru. Clvax hvw : *,&@S~(x;?&#. Xhrx'b pt!

I love non-alphabet characters. These are : 7, &Q@S~(*;?2&#.

Jj becomes Ii because we use ENGLISH _SQUARE_IJ!
Sn zwlwniu Wu fwlivwg wy mwa IGYPNEO_CYMHIU_CI!
Ii becomes Ii because we use ENGLISH_SQUARE_IT!

text !
text !
text !

OXev aper kar TAun n exevlepa. (Avdpa KAPo)
SIINM IA TAA WIXXH WHOKE. (YOOAY. WEI'HOA)
AEI AYET KA© TKMH EAYOAP. (ANEPY, KAABZT)

rro

That's it!

2.6 Bazeries

class secretpy.Bazeries
The Bazeries Cipher

decrypt (fext, key, alphabet:(’a’, b, e, d e, yf,’ ’g’, h, ’l'j’, KLU, 'm’, n’, o, ’P’, ,C]’, s

,,,,,,,,,,,,,))

’t, us V9 W?-x9y’z
Decryption method

Parameters
* text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

LR TR IS S JNE RS TSNS I IO B |

encrypt (text, key, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, 'g’, 'h’, ’ij’, k>, ’l’, ’'m’, ’'n’, ’0’, ’p’, 'q’, ’r’,’s’,

)t!’ )u)’ )V)’ )W)’ )x), !y)’ )Z’))
Encryption method

Parameters
* text (string) - Text to encrypt

* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

18
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2.6.1 Examples

#!/usr/bin/python
# —%— encoding: utf-8 —*-—

from secretpy import Bazeries, CryptMachine,
from secretpy.cmdecorators import UpperCase,

alphabets as al
SaveAll

def encdec (machine,
print ("=" % 80)
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

plaintext) :

cm = UpperCase (CryptMachine (Bazeries()))
cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)

key = (81257,

cm.set_key (key)

plaintext = u"Whoever has made a voyage up the Hudson" \
u" must remember the Kaatskill mountains"

u"eightyonethousandtwohundredfiftyseven")

encdec (cm, plaintext)
cm = SaveAll (cm)
encdec (cm, plaintext)

cm = UpperCase (SaveAll (CryptMachine (Bazeries (),
cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)

plaintext = u"The quick brown fox jumps over the lazy dog!"
encdec (cm, plaintext)

key)))

cm.set_alphabet (al.GREEK_SQUARE)

cm.set_key ((2358, u"kAewd"))
plaintext = u"OAler aper kKar TAun N elevbepa. (Avdpa KA\Fo)"
encdec (cm, plaintext)

Whoever has made a voyage up the Hudson must remember the Kaatskill mountains
DUMTMCDSENRTEMVEQXMOELCCRVXDMDKWXNNMUKRDKUMYNMBPRKEEPMGNGEKWXCRWB
WHOEVERHASMADEAVOYAGEUPTHEHUDSONMUS TREMEMBERTHEKAATSKILLMOUNTAINS

Whoever has made a voyage up the Hudson must remember the Kaatskill mountains

DUMTMCD SEN RTEM V EQXMOE
WHOEVER HAS MADE A VOYAGE

LC CRV XDMDKW XNNM UKRDKUMY NMB PRKEEPMGN GEKWXCRWB
UP THE HUDSON MUST REMEMBER THE KAATSKILL MOUNTAINS

The quick brown fox jumps
PAB XHMDK YCUFC IWS TCRQN
THE QUICK BROWN FOX IUMPS

over the lazy dog!
XBZE GMD KUML CVO!
OVER THE LAZY DOG!

ONer aper Kar TAun 1 exevbepa. (Avdpa KA\[Fo)

YMPYE BYYZK BI'E XUPk® Y BAYEKPZYM.
OEAEI APETH KAI TOAMH H EAEYOEPIA.

rro

(OXKY ZIIN KEKY.XA)
(ANAPEAZ KAABO=Z=)

2.6. Bazeries

19
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2.7 Beaufort

class secretpy.Beaufort
The Beaufort Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (string)— Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.7.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import Beaufort, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

-
")
print (plaintext)
enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)
print (cipher.decrypt (enc, key, alphabet))
key = "key"

cipher = Beaufort ()

plaintext = u"thequickbrownfoxjumpsoverthelazydog"

(continues on next page)

20 Chapter 2. API



20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

75

SecretPy Documentation, Release 1.0

(continued from previous page)

encdec (cipher, plaintext, key)

alphabet = al.GERMAN

plaintext = u"schweiBgequdltvomddentextziirnttypografjakob"
encdec (cipher, plaintext, key, alphabet)

alphabet = al.SWEDISH

plaintext = u"fagqomschweizklovdutrangpjaxby"

encdec (cipher, plaintext, key, alphabet)

# using cryptmachine

def encdec (machine, plaintext):

print ("""

print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's it!"
cm = SaveAll (cm0)

encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_IJ)

plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_TIJ!"

encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)

cm.set_key (u"")

plaintext = u"text "

encdec (cm, plaintext)

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~

— (*;2&#%#. Great!"

cm = cm0

cm.set_alphabet (al.ENGLISH)
cm.set_key (key)

encdec (cm, plaintext)

rro

Output:

thequickbrownfoxjumpsoverthelazydog
rxuukqiuxtgcxzknveypgwjutlrgtylgvwy
thequickbrownfoxjumpsoverthelazydog

schweiBgequdltvombdentextziirnttypograf jakob
wcrsaqgliiuyoliBpddwbhalvabvjdxvEivk jdlihkBpkyk j
schweiBBgequdltvombdentextziirnttypograf jakob

fagomschweizkldvdutrangp jdxby
feizvgidcgzbawzsbeuqgddd jbgbjj

(continues on next page)
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(continued from previous page)

fagomschweizkldvdutrdngp jaxby

I love non-alphabet characters. These are : ", &Q@S$S~(*;?&#. That's it!
C tkpa lwr-yzprkdur crknyilutm. Fdagg ehg : *,&@S~(*;?&#. Lrkl'g cl!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Bw xfclyag Bw xfcyqnu oa esa UXYOBNR_SPEKOU_BW!
Ii becomes Ii because we use ENGLISH SQUARE _II!

text
text
text

I don't love non-alphabet characters. I will remove all of them: ", &Q@S~(*;?&#. Great!
chkxlnwjuxqglkt jdexglwdehkcfgngcigzthgskpayztkflrgsstayr
idontlovenonalphabetcharactersiwillremoveallofthemgreat

rro

2.8

Bifid

class secretpy.Bifid

The Bifid Cipher
decrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, 'p’, 'q’,
PSR WY, W, K Y 7))
Decryption method
Parameters

* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string or tuple or 1list)-— Alphabet which will be used, if there
is no a value, English is used

Returns text
Return type string
encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, 'g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’p’, ’q’,

yyy;;y)))));)!ry)z;))

rLsLt, UL, v, W, XL,y
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string or tuple or list)— Alphabet which will be used, if there
is no a value, English is used

Returns text

Return type string

22
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2.8.1 Examples

#!/usr/bin/python
# —%— encoding: utf-8 —*-—

from secretpy import Bifid, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, SaveAll, Block

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

print (" ——— ")
key = 5
cm = CryptMachine (Bifid (), key)
alphabet = [

u"ll, u"", u"" ull", ull", ull"

u"", u"", u"", u"", u"", u"",

u"ll, ull", ullll ullll ullll, ullll

u"ll, u"", u"" u"", ull", ull"

u"", u"", u"", u"", u"", u""

u"lll’ u"zll, u"3ll’ u"4ll, u"5ll’ u"6ll

]

cm.set_alphabet (alphabet)
plaintext = u" , !!I!"
encdec (cm, plaintext)

cml = Block (cm)

alphabet = [
ua"p", u"h", u"gq", u"g", u"m",
a"e", u"a", u"y", u"l", u"n",
u"o", u"f", u"d", u"x", u"k",
a"r", u"c", u"v", u"s", u"z",
u"w", u"b", u"u", u"t", u"ij"
1
cml.set_alphabet (alphabet)
plaintext = u"Defend the East Wall of the Castle!"
encdec (cml, plaintext)

cml = UpperCase (cml)

alphabet = [
u"b", u"g", u"w", u"k", u"z",
u"g", u"p", u"n", u"d", u"s",
u"ij", u"o", u"a", u"x", u"e",
u"f", u"c¢", u"l", u"u", u"m",
u"t", u"h", u"y", u"v", u"r"

1

cml.set_alphabet (alphabet)

cml.set_key (10)

plaintext = "flee at once"

encdec (cml, plaintext)

(continues on next page)
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(continued from previous page)

cm = SaveAll (cm)

alphabet = al.GREEK_SQUARE

cm.set_alphabet (alphabet)

plaintext = u"©OMAer apeT Kar TAuN 1 exevbepa. (Avdpa KAFo) "
encdec (cm, plaintext)

Defend the East Wall of the Castle!

ffyhm khycp liash adtrl hcchl blr
defendtheeastwallofthecastle

flee at once

UAEOL WRINS

FLEEATONCE

OXer aper kar TAun n exevlepa. (Avdpa KABo)

ZXCmp oemkep (v puCutv n kKAPSCyeyp. (Ilydapyy PuTak)
Ocker apern kar ToAun m elevlepia. (Avdpea KaAfo)

2.9 Caesar

class secretpy.Caesar
The Caesar Cipher

decrypt (text, key=3, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns decrypted text
Return type string

encrypt (text, key=3, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

24 Chapter 2. API
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Returns encrypted text

Return type string

2.9.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import Caesar, CryptMachine, alphabets as al

from secretpy.cmdecorators import SaveAll, Block

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

=")
print (plaintext)
enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)
print (cipher.decrypt (enc, key, alphabet))
key = 3

cipher = Caesar/()

alphabet = al.SWEDISH
plaintext = u"fagqomschweizkldvdutrangpjaxby"
encdec (cipher, plaintext, key, alphabet)

# using cryptmachine

def encdec(machine, plaintext):
print("-———————— ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cm0
cm.set_alphabet (al.ENGLISH)
plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~

— (*x;2&#. Great!"
encdec (cm, plaintext)

cm = Block(cm, length=5, sep="-")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's it!"
encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

cm.set_alphabet (al.ENGLISH_SQUARE_IJ)
plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_TIJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u"text "

encdec (cm, plaintext)

alphabet = u"abcdeABCDEfghiJFGHIJ"
cm.set_alphabet (alphabet)
cm.set_key (3)

plaintext = u"Text aBcdeHijf"
encdec (cm, plaintext)

fagomschweizklévdutrangp jdxby

idtrpvfkzhlbnocygxwuaqgjsmbaed

fagomschweizklSvdutrangp jdxby

I don't love non-alphabet characters. I will remove all of them: ", &Q@S~(*;?&#. Great!
lgrgworyhqgrqdoskdehwfkdudfwhuvlzloouhpryhdooriwkhpjuhdw
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!

wklvw—hawlv—-glylg-hgebe—-orfnv-riohg-jwk

thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
L oryh grg-doskdehw fkdudfwhuv. Wkhvh duh : *,&@S~(#;?&#. Wkdw'v lw!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH _SQUARE_IJ!
Mm ehfrphv Mm ehfdxvh zh xvh HQKOMVI_VTXDUH_MM!
Ii becomes Ii because we use ENGLISH_SQUARE_ITI!

Text aBcdeHijf
TCxt dEABCaGHi
Text aBcdeHijf

1t

2.10 Caesar Progressive

class secretpy.CaesarProgressive
The Caesar Progressive Cipher

decrypt (text, key=3, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method
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Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns decrypted text
Return type string

encrypt (text, key=3, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns encrypted text

Return type string

2.10.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —#-—

from secretpy import CaesarProgressive, CryptMachine, alphabets as al

from secretpy.cmdecorators import SaveAll

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :
print (

e _
=)
print (plaintext)
enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)
print (cipher.decrypt (enc, key, alphabet))
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = 3

cipher = CaesarProgressive ()

encdec (cipher, plaintext, key)

alphabet = al.GERMAN

plaintext = u"schweiBgequdltvomddentextziirnttypografjakob"

encdec (cipher, plaintext, key, alphabet)

alphabet = al.SWEDISH
plaintext = u"fagomschweizkldvdutrangpjaxby"

(continues on next page)
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(continued from previous page)

encdec (cipher, plaintext, key, alphabet)

# using cryptmachine

def encdec (machine, plaintext):

print (M-

print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's
cm = SaveAll (cm0)
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "JJ becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u"text "

encdec (cm, plaintext)

plaintext = "I don't love non-alphabet characters. I will remove all of them:
— (*;2&#. Great!"
cm = cm0

cm.set_alphabet (al.ENGLISH)
encdec (cm, plaintext)

rro

Output:

it!"

~,&Q@8~

thequickbrownfoxjumpsoverthelazydog
wljwbglumdbkcvipcohlpmuesvkiqggggmyr
thequickbrownfox jumpsoverthelazydog

schweiBgequdltvombdentextziirnttypograf jakob
vgmiilgigplidkdficbrydgnBtgxbrovwiiuunz joumxig
schweiBBgequdltvombdentextziirnttypograf jakob

fagomschweizklSvdutrangp jéxby
ievutalreqvkzdgkwllkuicmhéaxca
fagomschweizkldvdutrdngp jadxby

I love non-alphabet characters. These are : ", &Q@S~(x;?&#. That's it!
L ptbl vxx-lxcvprvl vbvnxasesu. W1jyl iao : *,&@S~(*;?&#. Etnh'h yk!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Mn glkwvpd Vw qutsnmz sb sre FPKPOYP_AZEMDS XY!
Ii becomes Ii because we use ENGLISH SQUARE IT!

(continues on next page)
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(continued from previous page)

I don't love non-alphabet characters. I will remove all of them: *,&Q@S~(*;?&#. Great!
jfrryrvdnxzznzexrtxnxdxpzcuguwncptubpyb jtgcdhzodbkfrfcw

idontlovenonalphabetcharactersiwillremoveallofthemgreat
rrir

2.11 Chao

class secretpy.Chao
The Chaocipher

decrypt (text, key, alphabet=None)
Decryption method

Parameters
* text (string) - Textto decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns decrypted text
Return type string

encrypt (fext, key, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns encrypted text

Return type string

2.11.1 Examples

#!/usr/bin/python
# —%— encoding: utf-8 —x-

from secretpy import Chao, CryptMachine, alphabets
from secretpy.cmdecorators import UpperCase, SaveAll

def encdec (machine, plaintext):

(continues on next page)
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(continued from previous page)

print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

print (machine.decrypt (enc))

print (" ")
alphabet = "ptlnbgdeoysfavzkgjrihwxumc" # RIGHT WHEEL PT
key = "hxuczvamdslkpefjrigtwobnyqg" # LEFT WHEEL CT

cm = UpperCase (SaveAll (CryptMachine (Chao (), key)))
cm.set_alphabet (alphabet)

plaintext = "well done is better than well said"
encdec (cm, plaintext)

plaintext = "plaintext"
encdec (cm, plaintext)

cm.set_alphabet (alphabets.ENGLISH)
cm.set_key (alphabets.ENGLISH)
plaintext = "do not use pc"
encdec (cm, plaintext)

rro

Output:

well done is better than well said
OAHQ HCNY NX TSZJRR HJBY HQKS 0OUJY
WELL DONE IS BETTER THAN WELL SAID
plaintext

HULROKQUA

PLAINTEXT

do not use pc

DN LLQ QYM Mw

DO NOT USE PC

2.12 Columnar Transposition

class secretpy.ColumnarTransposition
The Columnar Transposition Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt

* key (string)— Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

30
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used
Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.12.1 Examples

#!/usr/bin/python
# —x— encoding: utf-8 —x*-—

from secretpy import ColumnarTransposition, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll, Block

cipher = ColumnarTransposition ()

alphabet = al.GERMAN

plaintext = u"schweiBgequaltvomddentextzirnttypografjakob"
key = u"schlissel"

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

def encdec (machine, plaintext):
print ("=" % 80)
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = "manykeys"
cm0 = CryptMachine (cipher, key)

cm = cmO
cm.set_alphabet (al.ENGLISH)

plaintext = "I don't love non-alphabet characters and uppercase. I will remove all of

—them: 7, &Q@$~ (%; 2&#."
encdec (cm, plaintext)

(continues on next page)

2.12. Columnar Transposition

31




35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

62

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

SecretPy Documentation, Release 1.0

(continued from previous page)

cm = Block(cm, length=5, sep=" ")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(%;?&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key(u"")

plaintext = u"text "

encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)

cm.set_key (u"keyij")

plaintext = "ENGLISH_SQUARE_IJ doesn't change Ii to Jj because it's a transposition_
—cipher!"

encdec (cm, plaintext)

rro

schweiBgequdltvombdentextziirnttypograf jakob
cuenfgmzghdnt jwlttaedlirsqdraivxpolBotobeteyk
schweiBgequdltvombdentextziirnttypograf jakob

I don't love non-alphabet characters and uppercase. I will remove all of them: *,&@S~
s (7 2&#.

dnbcuemfllhsrlamtacreieeieaadseoooetpiotvhrnarlnntepwvhopaacll
idontlovenonalphabetcharactersanduppercaseiwillremoveallofthem

This text is divided by blocks of length 5!
hsboe iontv letid shidy ftekt siblx dcg
thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
L lhse nbc-steaaeal acrrtopatt. Nteali vhr : *,&@S~(#;?&#. Hhoe't es!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
text
text
text

ENGLISH_SQUARE_IJ doesn't change Ii to Jj because it's a transposition cipher!
NSUIECG_TBUTRP_TC elsrd'n aijcea Ns op Ei geotnij ai't s inhghajsheoes saoiir!
ENGLISH _SQUARE_IJ doesn't change Ii to Jj because it's a transposition cipher!

rro

2.13 Four Square

class secretpy.FourSquare
The Four-Square Cipher

decrypt (text, key=None, alphabet=(’a’, ’b’, ’c’, ’'d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’I’, 'm’, 'n’, ’0’, 'p’, ’q’,
ss as VLW Y )

PSP,
Decryption method
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Parameters
* text (string) - Text to decrypt

* key (tuple of two strings)- Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, 'k’, ’l’, 'm

,,,,,,,,,,,,,,,,,,))

rssats M»V,W,X,y,z
Encryption method

Parameters
* text (string) - Text to encrypt

e key (tuple of two strings)— Encryption key

S s 3 3 3 5

n, O’P, C],

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text

Return type string

2.13.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import FourSquare, CryptMachine, alphabets
from secretpy.cmdecorators import UpperCase

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

alphabet = alphabets.ENGLISH_SQUARE_OQ
key = (u"example", u"keyword")

cm = UpperCase (CryptMachine (FourSquare()))
cm.set_alphabet (alphabet)

cm.set_key (key)

plaintext = u"Help me Obi wan Kenobi"

encdec (cm, plaintext)

plaintext = u"Help me Obi wan Kenobi a"

(continues on next page)
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(continued from previous page)

encdec (cm, plaintext)

alphabet = alphabets.ENGLISH_SQUARE_TIJ
cm.set_alphabet (alphabet)

key = (u"criptog", u"segurt")

cm. set_key (key)

plaintext = u"Attack at dawn!"

encdec (cm, plaintext)

rro

Help me Obi wan Kenobi
FYGMKYHOBXMFKKKIMD
HELPMEOBIWANKENOBI

Help me Obi wan Kenobi a
FYGMKYHOBXMFKKKIMDPT
HELPMEOBIWANKENOBIAZ
Attack at dawn!
PMMUTBPMCUXH
ATTACKATDAWN

2.14 Gronsfeld

class secretpy.Gronsfeld
The Gronsfeld Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Textto decrypt
* key (tuple of integers)— Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (tuple of integers)- Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
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Return type string

2.14.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import Gronsfeld, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.GERMAN
plaintext = u"schweiBgequadltvomddentextzliirnttypografjakob"
key = (4, 17, 9)

cipher = Gronsfeld()

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

lddaddadzdasadasddasdsatdsatdaatdsaddsdidaaddaddadadadi

def encdec (machine, plaintext):
print (M- ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = (14, 2, 11)
cm0 = CryptMachine (cipher, key)

cm = cm0
cm.set_alphabet (al.ENGLISH)
plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&Q@S$~

— (*x; 2&#. Great!"
encdec (cm, plaintext)

cm = Block(cm, length=5, sep=" ")

cm.set_key ((1, 12, 7, 2))

plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_IJ)
plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_TIJ!"
encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
plaintext = u"text L
encdec (cm, plaintext)

cm = UpperCase (cm)

alphabet = al.GREEK

cm.set_alphabet (alphabet)

plaintext = u"OAer aper ko TAun 1 elevlbepa. (Avdpa KAFo) "
encdec (cm, plaintext)

rro

schweiBgequdltvombdentextziirnttypograf jakob
wtgdvrdxnuhfpgasBghvwxvcxmhvalixlysxdewsedxt
schweiBgequdltvombdentextziirnttypograf jakob

I don't love non-alphabet characters. I will remove all of them:

wfzbvwcxpbqgyonavemsvnvccoeestdwytzncsoz jglznztvssorfglh
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!
utpuu gevje kkwuk genfd majmt amnfz nvi
thistextisdividedbyblocksoflength

N, &@S5~ (%; ?2&#. Great!

I love non-alphabet characters. These are : *,&Q@S~(x;?&#. That's it!
J xvxf zvp-bxwijbnlv dthtboagse. Ajfel csq : *,&QS~(*;?&#. Ajbf'z ku!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Kv igdatgt Vg dfphwtr dg vem GOTSLTU_ZSVNYG_KV!
Ii becomes Ii because we use ENGLISH SQUARE IT!

text !
text !
text !

OXer aper kot TAun n exevlepa. (Avdpa KAfo)
I0PZ XZYP IIB ANNII M ZM=AB. (XIXZ$) MBIIT)
OAEI APET KAI TAMH H EAEYOEPA. (ANAIIAY. KABOY)

rro

2.15 Keyword

class secretpy.Keyword
The Keyword Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
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Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqgrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.15.1 Examples

#!/usr/bin/python

# —*— encoding: utf-8 —#-

from secretpy import Keyword, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.GERMAN
plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = "queenly"

cipher = Keyword()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

def encdec (machine, plaintext):
print("-—--——--—-- ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cm0

cm.set_alphabet (al.DECIMAL + al.ENGLISH)

cm.set_key ("manykeys™)

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~
— (*;2&#%. Great!"

encdec (cm, plaintext)

cm = UpperCase (Block (cm, length=5, sep="-"))

(continues on next page)
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plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(*;?&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "JJ becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (u"")

plaintext = u"text L

encdec (cm, plaintext)

cm = UpperCase (cm)

alphabet = al.GREEK

cm.set_alphabet (alphabet)

cm.set_key (u"kAed")

plaintext = u"OAler aper kKar TAun N elevbepa. (Avdpa KA\[Fo)"
encdec (cm, plaintext)

rro

thequickbrownfox jumpsoverthelazydog

rblmscefuojviyjwdshkpjtlorblggzxnja

thequickbrownfoxjumpsoverthelazydog

I don't love non-alphabet characters. I will remove all of them: *,&@S~(x;?&#. Great!
c6jirgju7iji3glb347r5b3p35r7pgcvecggp7hju7399j8rb7h9p73r
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!

RBCQR-7WRCQ-6CUC6-764X4-GIJ5FQ-J8G7I-9RBE

THISTEXTISDIVIDEDBYBLOCKSOFLENGTHS

I love non-alphabet characters. These are : *,&@S5~(*;?&#. That's it!
C gju7 1ji-39l1b347r 5b3p35r7pqg. Rb7q7 3p7 : *,&@S~(#;?&#. Rb3r'q cr!
I love non-alphabet characters. These are : *,&Q@S~(x;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Cc aknigkqg Cc aknmtgk vk tgk KHSFCQB_QOTMPK_CC!
Ii becomes I1i because we use ENGLISH SQUARE _II!
text !

text !

text !

ONer aper Kar TAun 1 exevbepa. (Avdpa KA\[Fo)

A7 KPTI' KZ TOMB B OYPHK. (KNAPAKY. AOEOY)
OAEI APET KAI TAMH H EAEYOEPA. (ANAPAY. KABOY)

rro
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2.16 MyszkowskiTransposition

class secretpy.MyszkowskiTransposition
The Myszkowski Transposition Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.16.1 Examples

#!/usr/bin/python
# —x— encoding: utf—-8 —x-—

from secretpy import MyszkowskiTransposition, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.GERMAN
plaintext = u"schweiBgequdltvomddentextziirnttypografjakob"
key = u"schlissel"

cipher = MyszkowskiTransposition ()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

def encdec (machine, plaintext):
print (""" ")

(continues on next page)
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(continued from previous page)

print (plaintext)

enc = machine.encrypt (plaintext)
print (enc)

print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)
cm = cm0

cm.set_alphabet (al.ENGLISH)
cm.set_key ("tomatokey")

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&Q@S$~

— (*;2&%#. Great!"
encdec (cm, plaintext)

cm = Block(cm, length=5, sep="-")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~ (*;?2&#.
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (u"")

plaintext = u"text L

encdec (cm, plaintext)

cm = UpperCase (cm)

alphabet = al.GREEK

cm.set_alphabet (alphabet)

cm.set_key (u"kAed")

plaintext = u"OM\er aper kar TAun n elevbepa. (Avdpa KAfo) "
encdec (cm, plaintext)

cm.set_key (u"kryptonyckeln™)

cm.set_alphabet (al.SWEDISH)

plaintext = u"FAQ om Schweiz: K1ov du trang pjaxby?"
encdec (cm, plaintext)

rro

schweiBBgequdltvombdentextziirnttypograf jakob
cuenfgmzghdnt jweldStiitrasiBqvodxtrpoaobeteyk
schweiBgequdltvombdentextziirnttypograf jakob

That's it!"

I don't love non-alphabet characters. I will remove all of them: ", &Q@S~(*;?&#. Great!

nahivevaclleohallroncsohdloptrrimatgitnleaeweefmtebtroa
idontlovenonalphabetcharactersiwillremoveallofthemgreat
This text 1is divided by blocks of length 5!
svogt-doxes—iilnh-eddbk-ehtts—-iyclt-ibf
thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &Q@S~(x;?&#. That's it!
V aceli ncs-totreoha sslnpereer. Tielb ath : *,&@S~(*;?&#. Aata'h th!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
(continues on next page)
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(continued from previous page)

8 | text !
79 | text !
80 | text !

82 | OXer aper kaw TAun n elevlbepa. (Avdpa KAfo)
83 | IKMYA XXAT A BEAE A AOAAHONKO. (PIHEA ETEPPA)
8¢ | OAEI APET KAI TAMH H EAEYOEPA. (ANAPAY. KABOY)

6 | FAQ om Schweiz: KI16v du trdng pjaxby?
&7 | WNI PF ELGXZJC: KRAS TO DAOBM UQHVAY?
8 | FAQ OM SCHWEIZ: KLOV DU TRANG PJAXBY?

rro

2.17 Nihilist

class secretpy.Nihilist

The Nihilist Cipher
decrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, 'p’, 'q’,
PSR WY, W K Y 7))
Decryption method
Parameters

* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used
Returns text
Return type string
encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, 'g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’p’, ’q’,

yyy;;y;)););)!y);;))

r,sLt, U, v, W, XL, 0y, 2
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.17.1 Examples

1 | #!/usr/bin/python
2 | # —%— encoding: utf-8 —*-—

(continues on next page)
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(continued from previous page)

from secretpy import Nihilist, CryptMachine, alphabets as al

def encdec (cipher, plaintext, key, alphabet=al.ENGLISH) :

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

print (cipher.decrypt (enc, key, alphabet))

print (" "
key = "english"
plaintext = u"thequickbrownfoxjumpsoverthelazydog"

cipher = Nihilist ()
encdec (cipher, plaintext, key)

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = "mykey"
cm = CryptMachine (cipher, key)

alphabet = (
uHZ"’ u"e", u"b"’ u"r", uHa"’
u"s", u"c", u"d", u"f", u"g",
u"h", u"ij", u"k", u"l", u"m",
an"’ u"O", qu"’ u"q", u"t"’
u"u", u"v", u"w", u"x", u"y"

)

cm.set_alphabet (alphabet)

plaintext = u"Waltz, bad nymph, for quick Jjigs vex."

encdec (cm, plaintext)

alphabet = (
u"a", u"b", U"C", u"d", u"e", u"f",
u"g", u"h", u"i", u"3", u"k", u"l",
u"m", u"n", u"o", u"p", u"g", u"r",
u"s", u"t", u"u", u"v", u"w", u"x",
u"y", u"z", u"O", u"1", u"2", u"3",
u"4", u"5", u"e", u"7", u"g", u"9",

)

cm.set_alphabet (alphabet)

key = "freedom"

cm.set_key (key)

plaintext = u"Meet thursday 2300hr!"

encdec (cm, plaintext)

alphabet = (

u"", u

L1"", ull", ullll, uuu’ ull", ullll’
u

nn
us oy

(continues on next page)
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(continued from previous page)

nn nn nn nn nn nn
u-c, un oy, un o, un o, Uy, Uy,

nn nn nn nn nn nn
’ 4 4 4 4 4

u u u u u u

u"l"’ u"2ll, u"3"’ u"4ll, u"5"’ u"6ll
)
cm.set_alphabet (alphabet)

key = y""
cm. set_key (key)
plaintext = u""

encdec (cm, plaintext)

alphabet = al.GREEK
cm.set_alphabet (alphabet)
plaintext = u"l[INAKAD"
encdec (cm, plaintext)

rro

Output:

thequickbrownfox jumpsoverthelazydog

57 54 36 61 66 64 35 40 44 57 59 68 73 38 48 78 45 69 54 75 63 48 76 36 62 65 63 37_
—41 43 73 77 37 74 43

thequickbrownfox jumpsoverthelazydog

waltz, bad nymph, for quick jigs vex.

88 70 67 57 66 48 70 56 53 110 70 98 64 36 97 49 99 84 44 77 68 87 65 37 76 87 67 87
waltzbadnymphforquickiigsvex

Meet thursday 2300hr!

47 51 30 57 56 55 74 52 77 29 26 65 88 87 69 89 37 51

meetthursday2300hr

I[IINARAY
95 78 87 65 79 65 97
TLVOKQOT

2.18 Playfair

class secretpy.Playfair
The Playfair Cipher

decrypt (text, key=", alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, 'g’, 'h’, ’ij’, ’k’, ’l’, ’'m’,’
’S” )t” )u!’ )v)’ ,W” !x?, ’y)’ ’Z’))
Decryption method

S N I )
n’O’P’q’r,

Parameters
* text (string) - Text to decrypt

* key (integer) — Decryption key

2.18. Playfair 43
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* alphabet (string) — Alphabet which will be used, if there is no a value, EN-
GLISH_SQUARE_IJ is used

Returns text
Return type string
encrypt (text, key:)), alphabet:(lal, )bl, )C), Id), }e), if‘}’ )g}’ )h), )ijl, )k), Il), )ml, In), }0)’ }p)’ }ql’ }r}’
S W, W Y 7))
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, EN-
GLISH_SQUARE_IJ is used

Returns text

Return type string

2.18.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import Playfair, CryptMachine
from secretpy.cmdecorators import UpperCase

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = UpperCase (CryptMachine (Playfair()))

alphabet = [

" " n n " " n n " "
a"p", u"l", u"a", u"y", u"f",
u"i", u"r", uﬂe", U"X", uﬂm",
u"b“’ U"C", u"d“’ ullg", u"h“’
ullk", u"n", UIIO", u"q", UIIS",
u"t", u"u", uﬂv", u"w", uHZ",

]

cm.set_alphabet (alphabet)
plaintext = u"Hide the gold
encdec (cm, plaintext)

plaintext = "sometext"
encdec (cm, plaintext)

in the tree stump"

plaintext = "this is a secret message"

encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

rro

Hide the gold in the tree stump
BMODZBXDNABEKUDMUIXMMOUVIE
HIDETHEGOLDINTHETREESTUMP
sometext

KQIXVIIW

SOMETEXT

this is a secret message
ZBMKMKFORDEXZIMOOFDX
THISISASECRETMESSAGE

2.19 Polybius

class secretpy.Polybius
The Polybius Cipher

decrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’'p’, 'q’,

rasst’ M»V,W’X,y,z
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

EIE I B SR RS N R I )

encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, 'g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’p’, ’q’,
s WV W x Y 7))
Encryption method
Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.19. Polybius 45
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2.19.1 Examples

#!/usr/bin/python
# —%— encoding: utf-8 —*-—

from secretpy import Polybius, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)
print ("-——--—-—————— ")

key = "mykey"
cm = CryptMachine (Polybius (), key)

plaintext = u"Defend the east wall of the castle"
encdec (cm, plaintext)

cm = SaveAll (cm)

alphabet = [
u"p", u"h", u"g", u"g", u"m",
u"e", u"a", u"y", u"l", u"n",
u"o", u"f", u"d", u"x", u"k",
u"r", u"c", u"v", u"s", u"z",
u"w", u"b", u"u", u"t", u"ij"

]

cm.set_alphabet (alphabet)

encdec (cm, plaintext)

plaintext = "thisisasecretmessage"
encdec (cm, plaintext)

cm.set_alphabet (al.GREEK)

cm.set_key (u"mwvakao™)

plaintext = u"Zeoken(w Tnr Yuvxodlpa oo Bdelvypc .
encdec (cm, plaintext)

rro

Defend the east wall of the castle
22142314332243251414154243461532323423432514211542433214
defendtheeastwallofthecastle

Defend the east wall of the castle

341433 143 1345 4211 41 424 4454512425253233542114422444542514
defend the east wall of the castle

thisisasecretmessage

5421554455442444144241145411144444242314

thisisasecretmessage

(continues on next page)
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(continued from previous page)

Zeoken(w Tnr Yuxoplpa oo B vypuc .
422516152 511 213161513 213 565255435.434444514161446222425365223413514
(eokenCw v Yuxodldpa oo BoeAVYL.

2.20 Porta

class secretpy.Porta
The Porta Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (string)— Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.20.1 Examples

#!/usr/bin/python

# —#— encoding: utf-8 —#-—

from secretpy import Porta, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.GERMAN
plaintext = u"schweiBgequaltvomddentextziirnttypografjakob"
key = u"schliissel"

cipher = Porta()
print (plaintext)

(continues on next page)
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(continued from previous page)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

FHAFAFHAHAFAAHAFAAAAFAARAFAAEAAAFEAFAF A HAF A HAFHAHA A

def encdec (machine, plaintext):
print (" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cm0

cm.set_alphabet (al.ENGLISH)

cm.set_key ("keys™)

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&Q@S$~
— (*x; 2&#. Great!"

encdec (cm, plaintext)

cm = Block(cm, length=4, sep="::")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cmO)
plaintext = "I love non-alphabet characters. These are : ", &@S$~(x;?2&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "JJj becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (u"")

plaintext = u"text te

encdec (cm, plaintext)

cm = UpperCase (cm)

alphabet = al.GREEK

cm.set_alphabet (alphabet)

cm.set_key (u"kAed")

plaintext = u"OMler aper kar TAun n elevbepa. (Avdpa KAFo) "
encdec (cm, plaintext)
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2.21 Rot13

class secretpy.Rotl3
The Rot13 Cipher (Half)

decrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) —not used

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key=None, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) —not used

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.21.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import Rotl3, CryptMachine, alphabets as al
from secretpy.cmdecorators import SaveAll, Block

def encdec (machine, plaintext):
print (" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = CryptMachine (Rot13())

plaintext = u"The quick brown fox Jjumps over the lazydog."
encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

cm = SaveAll (cm)

plaintext = u"Why did the chicken cross the road? Gb trg gb gur bgure fvgr"
encdec (cm, plaintext)

plaintext = u"Die heiRe Zypernsonne quélte Max und Victoria ja bdse auf dem Weg bis,,
—zur Kliste."

cm.set_alphabet (al.GERMAN)

encdec (cm, plaintext)

plaintext = u"FAQ om Schweiz: K16v du trang pjaxby?"
cm.set_alphabet (al.SWEDISH)
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key (1)

plaintext = u""

encdec (cm, plaintext)

cm = Block (cm)
encdec (cm, plaintext)

The quick brown fox jumps over the lazydog.

gurdhvpxoebjasbkwhzcfbiregurynmlqgbt

thequickbrownfoxjumpsoverthelazydog

Why did the chicken cross the road? Gb trg gb gur bgure fvqgr

Jul gqvg gur puvpxra pebff gur ebng? To get to the other side

Why did the chicken cross the road? Gb trg gb gur bgure fvqr

Die heiBle Zypernsonne qudlte Max und Victoria ja bdse auf dem Weg bis zur Kiiste.
Sxt wtxot KjatciidBiilit bfldet Opi fiis GxreBcxp yp qmdt pfu sté Htv gxd kfc Zndet.
Die heiBe Zypernsonne qudlte Max und Victoria ja bdse auf dem Weg bis zur Kilste.
FAQ om Schweiz: KI16v du trdng pjaxby?

UPB 04 Drwhtxk: Zang sf eclév aymiqgj?

FAQ om Schweiz: K18v du trang pjdxby?

2.22 Rot5

class secretpy.Rotb5
The Rot5 Cipher

decrypt (text, key=None, alphabet=None)
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Decryption method
Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.22.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-—

from secretpy import Rot5, alphabets, CryptMachine

def encdec (machine, plaintext):
print (" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

cm = CryptMachine (Rot5())

plaintext = "My text " + alphabets.DECIMAL + " your text"
encdec (cm, plaintext)

My text 0123456789 your text
5678901234
0123456789

rro
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2.23 Rot18

class secretpy.Rotl8
The Rot18 Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

Parameters

* text (string) - Text to decrypt

* key (integer) —is not used

* alphabet (string)—is not used
Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters

* text (string) - Text to encrypt

* key (integer) —is not used

* alphabet (string)—is not used
Returns text

Return type string

2.23.1 Examples

#!/usr/bin/python
# —x— encoding: utf-8 —x*-—

from secretpy import Rotl8, CryptMachine
from secretpy.cmdecorators import SaveAll, UpperCase, Block

def encdec (machine, plaintext):
print (" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

plaintext = u"The man has 536 dogs! How many dogs do you have?"

cm = CryptMachine (Rot18())
encdec (cm, plaintext)

cml = Block (cm)
encdec (cml, plaintext)

(continues on next page)
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(continued from previous page)

cm = SaveAll (cm)
encdec (cm, plaintext)

cm = UpperCase (cm)
encdec (cm, plaintext)

The man has 536 dogs!
gurznaunf08lgbtfubjznalgbtfgblbhunir
themanhas536dogshowmanydogsdoyouhave

The man has 536 dogs!

themanhasb536dogshowmanydogsdoyouhave

The man has 536 dogs! How many dogs do
Gur zna unf 081 gbtf! Ubj znal gbtf gb
The man has 536 dogs! How many dogs do

How many dogs do
UBJ ZNAL QBTF QB
HOW MANY DOGS DO

you
1bh
you

you
LBH
YOU

How many dogs do you have?

How many dogs do you have?
gurzn aunf0 8lgbt fubjz nalgb tfgbl bhuni r

have?
unir?
have?

have?
UNIR?
HAVE?

2.24 Rot47

class secretpy.Rot47
The Rot47 Cipher

decrypt (text, key=None, alphabet=None)
Decryption method

Parameters

* text (string) - Text to decrypt

* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used
Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters

* text (string) - Text to encrypt

* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is

used

2.24. Rot47
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Returns text

Return type string

2.24.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-—

from secretpy import Rot47, CryptMachine
from secretpy.cmdecorators import SaveAll

def encdec (machine, plaintext):
print (" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

plaintext = u"The Quick Brown Fox Jumps Over The Lazy Dog."

cm = CryptMachine (Rot47())
encdec (cm, plaintext)

cm = SaveAll (cm)
encdec (cm, plaintext)

The Quick Brown Fox Jumps Over The Lazy Dog.
%96"F:4<qC@H?u@RIyF>AD~G6C%$96{2KJs@8]
TheQuickBrownFoxJumpsOverTheLazyDog.
The Quick Brown Fox Jumps Over The Lazy Dog.
$96 "F:4< qC@H? u@I yF>AD ~G6C %96 {2KJ s@8]
The Quick Brown Fox Jumps Over The Lazy Dog.

rro

2.25 Scytale

class secretpy.Scytale
The Scytale Cipher

decrypt (text, key, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key - Number of windings
* alphabet — Alphabet is not used

54
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Returns decrypted text
Return type string

encrypt (text, key, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key - Number of windings
* alphabet — Alphabet is not used

Returns encrypted text

Return type string

2.25.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-

from secretpy import Scytale, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.GERMAN

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
key = 3

cipher = Scytale()

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

def encdec (machine, plaintext):
print (M- ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)
cm0.set_alphabet (al.ENGLISH + al.DECIMAL)

cm = cm0

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&Q@S$~
— (*x;2&#. Great!"

encdec (cm, plaintext)

cm = UpperCase (Block (cm, length=5, sep="-"))
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

(continues on next page)
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(continued from previous page)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : *,&Q@S$~(x;?2&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
plaintext = u"text r
encdec (cm, plaintext)

cm = UpperCase (cm)

alphabet = al.GREEK

cm.set_alphabet (alphabet)

plaintext = u"OMAer aper Kar TAuN 1 exevbepa. (Avdpa KAGo) "
encdec (cm, plaintext)

rro

thequickbrownfox jumpsoverthelazydog

tgcrnxmorezohukof jpvtlygeibwousehad

thequickbrownfox jumpsoverthelazydog

I don't love non-alphabet characters. I will remove all of them: ", &Q@S$~(*;?&#. Great!
inonahehaeilevlfertdtvolatacrwlmeltmeolenpbcrtsiroaohga
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!

TSXSV-EYOSL-G5HTT-DIDBC-OETIE-IIDBL-KFNH

THISTEXTISDIVIDEDBYBLOCKSOFLENGTHS

I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
I vola tac-rheeaile npbcrtseat. Ttona heh : *,&Q@S~(x;?&#. Aets'r hs!
I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
text !
text !
text !

ONer aper kKar TAun 1 exevbepa. (Avdpa KA\PFo)
O©EPI AHEEA AA OIEK T MEYPAPYAY. (AATAHA ©ONKB)
OAEI APET KAI TAMH H EAEYOEPA. (ANAPAY. KABOY)

rro

2.26 Simple Substitution

class secretpy.SimpleSubstitution
The Simple Substitution Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Textto decrypt
* key (string)— Decryption key
* alphabet (string) — Alphabet which will be used, if there is no a value, English is
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used
Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.26.1 Examples

#!/usr/bin/python
# —+— encoding: utf-8 —*-—

from secretpy import SimpleSubstitution, CryptMachine, alphabets as al
from secretpy.cmdecorators import Block, SaveAll

cipher = SimpleSubstitution ()

alphabet = al.GERMAN

plaintext = u"schweiBgequdltvomddentextziirnttypografjakob"
key = u"fwxyéddehlidabcglmnpgrstuvhjoikz"

print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

HAFHAFFHAFFHAFFRAFFHAFFAAFFAAFFAAFFAAFHAAFAAAFHAAFHAAFS

def encdec (machine, plaintext):
print (" ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cm0

cm.set_alphabet (al.ENGLISH)

cm.set_key ("yzabchijkdeflmntuvwxopgrsg")

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&@$~
— (*;2&#. Great!"

(continues on next page)
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(continued from previous page)

encdec (cm, plaintext)

cm = Block(cm, length=5, sep=") (")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cmO)
plaintext = "I love non-alphabet characters. These are : ", &Q@S$~(%;?&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
key = (

"n", "g", "a", "b", "l",

"S"I "t"I "u"’ "V"’ "C"I

llm", "O", "pll, "q", "h"’

"ij", "k", "wH, "X", "y",

"pt, o ndv, v"e™, "f", "z"
)
cm. set_key (key)
plaintext = "Jj becomes Ii because we use ENGLISH_SQUARE_TIJ!"
encdec (cm, plaintext)

alphabet = u"abcdABCDEfghi JFGHIJ"
key = u"dABDFIJEfgCHabchijG"
cm.set_alphabet (alphabet)
cm.set_key (key)

plaintext = u"Text aBcdHijf"
encdec (cm, plaintext)

rro

schweiBgequdltvombdentextziirnttypograf jakob

gxBudlizednsobrtlciydgrdvr jkpgrrhmlepfédfalw
schweiBBgequdltvombdentextziirnttypograf jakob

I don't love non-alphabet characters. I will remove all of them: *,&@S~(x;?&#. Great!
kbnmxfnpcmnmy ft jyzcxajyvyaxcvwkgkffvcelnpcyffnhxjclivceyx
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!

xjkwx—crxkw-bkpkb-cbzsz-fnaew-nhfcm-1xj

thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &@S5~(*;?&#. That's it!
K fnpc mnm-yftjyzcx ajyvyaxcvw. Xjcwc yvc : °,&Q@$~(x;?&#. Xjyx'w kx!
I love non-alphabet characters. These are : *,&Q@S~(x;?&#. That's it!

Jj becomes Ii because we use ENGLISH _SQUARE_IJ!
Vv glagolw Vv glanywl dl ywl LPTMVWU_WIYNKL VV!
Ii becomes I1i because we use ENGLISH SQUARE _II!
Text aBcdHijf
Text dIBDiabg
Text aBcdHijf

rro
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2.27 Three Square

class secretpy.ThreeSquare
The Three Square Cipher

decrypt (te.xt, key, alphabet:(yas’ ’b’, ’C’, ’d’, ’e’, f’, ;gy’ ’h’, ’ij’, ’k’, ’l’, ’m’, ,n,, ’0,, vpy, ,q’, yr;, ,S’,
,,,,,,,,,,,,,))

’t7 u,V,W,x,y,Z
Decryption method

Parameters
* text (string) - Textto decrypt
* key (tuple of 3 strings)- Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

EEEE TR IS R IS R TSN I T B )

encrypt (text, key, alphabet=("a’, ’b’, ’c’,’d’, ’e’, ’f’, 'g’, 'h’, ’ij’, k>, ’l’, ’'m’, ’'n’, ’0’, ’p’, 'q’, ’r’,’s’,
W, WY 7))
Encryption method
Parameters
* text (string) - Text to encrypt
* key (tuple of 3 strings)- Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.27.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —#-

from secretpy import ThreeSquare, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, SaveAll, Block

def encdec (machine, plaintext):
print ("=" % 80)
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

key = (u"example", u"keyword", u"third")
cm = UpperCase (CryptMachine (ThreeSquare()))
cm.set_alphabet (al.ENGLISH_SQUARE_O0Q)

(continues on next page)
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(continued from previous page)

cm.set_key (key)
plaintext = u"The quick brown fox jumps over the lazy dog!"
encdec (cm, plaintext)

cm = SaveAll (cm)
encdec (cm, plaintext)

cm = SaveAll (CryptMachine (ThreeSquare()))
cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)

key = (u"criptog", u"segurt", u"mars")
cm.set_key (key)

plaintext = u"Attack at dawns!!!"

encdec (cm, plaintext)

cm.set_alphabet (al.GREEK_SQUARE)

key = (u"rkAetd", u"wkAed", u"Aedr")

cm.set_key (key)

plaintext = u"OAler aper kKar TAun N elevbepa. (Avdpa KAFo)"
encdec (cm, plaintext)

cm = UpperCase (Block (CryptMachine (ThreeSquare())))
cm.set_alphabet (al.GREEK_SQUARE)

key = (u"kAetd", u"kAewd", u"Aetdk")

cm. set_key (key)

encdec (cm, plaintext)

rro

The quick brown fox jumps over the lazy dog!
TPGEDELYICAWBACHSYNNJOSUJJTYRPSUWHWYINTBJELCBTXYSFONMV
THEOUICKBROWNFOXJUMPSOVERTHELAZYDOGZ

The quick brown fox jumps over the lazy dog!

TPJ LDONY IAAEX ARB SOUNH 0SXS JVM RMMU EHW!OWNZBJEGCAKXKSFYUMU
THE OUICK BROWN FOX JUMPS OVER THE LAZY DOG!Z

Attack at dawns!!!

Actuac vs ihctz!!!ddnwosuz

Attack at dawns!!!z

ONXer aper kar TAun N exevbepa. (Avépa KA[o)
Ivixe wuABp oer TBRAB 0 kowpepoyo. (kvumv 0(ecON) (myEdecEAnmAaSifnreriy
Oeler apern kot ToAun M elevlepia. (Avdpea Kafo)w

OXer aper kot TAun n exevlepa. (Avdpa KAfo)
TIINKAT EIABB X ITHTI' MATAK YAMEK OHQI'I Y IKIIY MZEIIY ABIIT©® TEP=A ZEIIE©® BKKH=Z ZTV
OEAEIAPETHKAITOAMHHEAEY ©EPIAANAPEAY . KAABOXS)

rro

2.28 Trifid

class secretpy.Trifid
The Trifid Cipher

decrypt (text, key=None, alphabet=None)
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Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key
* alphabet (string)— Alphabet which will be used, if there is no a value, English with

‘) is used
Returns text
Return type string

encrypt (text, key=None, alphabet=None)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key
* alphabet (string)— Alphabet which will be used, if there is no a value, English with
‘) is used
Returns text

Return type string

2.28.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import Trifid, CryptMachine
from secretpy.cmdecorators import SaveAll

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

key = 5
cm = CryptMachine (Trifid(), key)

alphabet = u"epsducvwym.zlkxnbtfgorijhaq" # 27 characters
cm.set_alphabet (alphabet)

plaintext = u"defendtheeastwallofthecastle"
encdec (cm, plaintext)

cml = cm

alphabet = (
ullaéé", ullb", uﬂcll,
u"d", u"e", u"f",

(continues on next page)
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(continued from previous page)

U"g", U"h", u""i"

U"j", ullkll, U"l",
u"m", U"D", U"Od",
u"p", u"q", Ll"]f",

UHS", U"t", U"U",

u V", u"w"’ u"X",

u"y"’ u"z", u"+"’
)
cml.set_alphabet (alphabet)

plaintext = u"Flygande bé&dckasiner sdka hwila pa mjuka tuvor!"
encdec (cml, plaintext)

cm2 = SaveAll (cm)
alphabet = "felixmardstbcghjknopquvwyz+"
cm2.set_alphabet (alphabet)

plaintext = u"Aide-toi, le ciel t'aidera"
encdec (cm2, plaintext)

rro

defendtheeastwallofthecastle
suefecphsegyyjiximfofocejlrf
defendtheeastwallofthecastle

Flygande bdckasiner sbéka hwila pd mjuka tuvor!
fbiiajbmdmdsazckwpnujshvokdgpaggackzkri
flygandebackasinersokahwilapamjukatuvor
Aide-toi, le ciel t'aidera

Fmjf-voi, ss uftf p'ufeqqgc

Aide-toi, le ciel t'aidera

2.29 Two Square

class secretpy.TwoSquare
The Two-Square Cipher, also called Double Playfair

decrypt (te.xt, keyZNOI’le, alphabel‘Z(’a’, ’b’, ’C’, ’d’, ye;’ f’, ’g’, ’h’, ’ij’, ’k’, yly’ ’m’, yny’ 10y’ ’p’, ’q’,
s W WK Y )
Decryption method
Parameters
e text (string) - Text to decrypt
* key (integer) — Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
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Return type string
encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, 'n’, ’0’, ’p’, ’q’,

)’))))!)!!)!)))))Z)))

r b S b t b u b v b W b x b y b
Encryption method

Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.29.1 Examples

#!/usr/bin/python
# —x— encoding: utf-8 —x*-—

from secretpy import TwoSquare, CryptMachine, alphabets
from secretpy.cmdecorators import UpperCase

def encdec (machine, plaintext):
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
dec = machine.decrypt (enc)
print (dec)

alphabet = alphabets.ENGLISH_SQUARE_O0Q
key = (u"example", u"keyword")
cm = UpperCase (CryptMachine (TwoSquare()))

cm.set_alphabet (alphabet)

cm.set_key (key)

plaintext = u"Help me Obi wan Kenobi"
encdec (cm, plaintext)

plaintext = u"Help me Obi wan Kenobi y"
encdec (cm, plaintext)

rro

Help me Obi wan Kenobi
XGDLXWSDJYRYHOTKDG
HELPMEOBIWANKENOBI

Help me Obi wan Kenobi y
XGDLXWSDJYRYHOTKDGZX
HELPMEOBIWANKENOBIYZ

(continues on next page)
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2.30 Vic

class secretpy.Vic
The Vic Cipher

decrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’p’, ’q’,

rL,s,t, U, v, W, XL, Yy, 2
Decryption method

Parameters
* text (string) - Text to decrypt
* key (number string)- Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used
Returns text
Return type string
encrypt (text, key=None, alphabet=("a’, ’b’, ’c’, ’d’, ’e’, ’f’, ’g’, 'h’, ’ij’, ’k’, ’l’, 'm’, ’'n’, ’0’, ’'p’, ’q’,

;;)y;)):)):):;)y)zx))

r b S b t b u b v b W b x b y b
Encryption method

Parameters
* text (string) - Text to encrypt
* key (number string)- Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.30.1 Examples

t | #!/usr/bin/python
2 | # —%— encoding: utf-8 —+-—

4 |from secretpy import Vic, CryptMachine
5 | from secretpy.cmdecorators import SaveAll

s |def encdec (machine, plaintext):

9 print (""" ")
10 print (plaintext)

1 enc = machine.encrypt (plaintext)

12 print (enc)

13 print (machine.decrypt (enc))

(continues on next page)
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(continued from previous page)

key = "0452"
cm = SaveAll (CryptMachine (Vic (), key))
alphabet = [

u"e", u"t", u"", u"a", u"o", u"n", u"", u"r", u"i", u"s",

u"b", u"c¢", u"d", u"£", u"g", u"h", u"j", u"k", u"l", u"m",

u"p", u"g", u"/", u"u", u"v", u"w", u"x", u"y", u"z", u".",
1
plaintext = u"Attack at dawn!"
cm.set_alphabet (alphabet)

encdec (cm, plaintext)

Attack at dawn!
Anwhrs an roaeler
Attack at dawn!

rro

2.31 Vigenere

class secretpy.Vigenere
The Vigenere Cipher

decrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (string)— Decryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text
Return type string

encrypt (text, key, alphabet="abcdefghijklmnopqrstuvwxyz’)
Encryption method

Parameters
* text (string) - Text to encrypt
* key (string)— Encryption key

* alphabet (string) — Alphabet which will be used, if there is no a value, English is
used

Returns text

Return type string

2.31. Vigenere 65
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2.31.1 Examples

#!/usr/bin/python
# —*— encoding: utf-8 —*-

from secretpy import Vigenere, CryptMachine, alphabets as al
from secretpy.cmdecorators import UpperCase, Block, SaveAll

alphabet = al.GERMAN
plaintext = u"schweiBgequdltvomddentextziirnttypografjakob"
key = u"schlissel"

cipher = Vigenere ()
print (plaintext)

enc = cipher.encrypt (plaintext, key, alphabet)
print (enc)

dec = cipher.decrypt (enc, key, alphabet)

print (dec)

def encdec (machine, plaintext):
print (M- ")
print (plaintext)
enc = machine.encrypt (plaintext)
print (enc)
print (machine.decrypt (enc))

cm0 = CryptMachine (cipher, key)

cm = cm0

cm.set_alphabet (al.ENGLISH)

cm.set_key ("keys")

plaintext = "I don't love non-alphabet characters. I will remove all of them: *,&Q@S$~
— (*x; ?2&#. Great!"

encdec (cm, plaintext)

cm = Block(cm, length=5, sep="-")
plaintext = "This text is divided by blocks of length 5!"
encdec (cm, plaintext)

cm = SaveAll (cm0)
plaintext = "I love non-alphabet characters. These are : *,&Q@S$~(x;?2&#. That's it!"
encdec (cm, plaintext)

cm.set_alphabet (al.ENGLISH_SQUARE_TIJ)
plaintext = "JJj becomes Ii because we use ENGLISH_SQUARE_IJ!"
encdec (cm, plaintext)

cm.set_alphabet (al.JAPANESE_HIRAGANA)
cm.set_key(u"")
plaintext = u'"text
encdec (cm, plaintext)

cm = UpperCase (cm)
alphabet = al.GREEK

(continues on next page)
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(continued from previous page)

cm.set_alphabet (alphabet)

cm.set_key (u"kAed")

plaintext = u"OAler aper Kar TAun N elevbepa. (Avdpa KAFo)"
encdec (cm, plaintext)

rrr

schweiBgequdltvombdentextziirnttypograf jakob
geodcdrkpewdwr jcgivguaclhB jfpdawdckiishglict
schweiBgequdltvombdentextziirnttypograf jakob

I don't love non-alphabet characters. I will remove all of them:

shmfdpmnormfkpnzkfclmly jkgrwbwgosp jjogmnoe jdy jrzoge joer
idontlovenonalphabetcharactersiwillremoveallofthemgreat

This text is divided by blocks of length 5!
dlgkd-ivlsw—-bafmb-wnfwt-vsacc-sddor-elr
thistextisdividedbyblocksoflength

I love non-alphabet characters. These are : ", &Q@S~(*;?&#. That's it!
S pmno rmf-kpnzkfcl mlyjkgrwbw. Rzowc sbi : *,&Q@$~(*;?&#. Rzkx'qg ad!
I love non-alphabet characters. These are : ", &Q@S$S~(#*;?&#. That's it!

Jj becomes Ii because we use ENGLISH_SQUARE_IJ!
Sn zwmskwb Ng togymbi uw dwc WWLIABM QHDEPW_SN!
Ii becomes Ii because we use ENGLISH SQUARE _IT!

text !
text !
text !

ONer aper Kar TAun 1 exevbepa. (Avdpa KA\[Fo)
YIINM BYII Z7 TYII P NUXOI'ZEI. (AXETI1® YTAxXZUP)
AEI APET KAI TAMH H EAEYOEPA. (ANAPAY, KABOY)

rro

Great!

2.32 Zigzag

class secretpy.Zigzag
The Zigzag Cipher (Rail-Fence)

decrypt (text, key, alphabet=None)
Decryption method

Parameters
* text (string) - Text to decrypt
* key (integer) — Decryption key
* alphabet (string)—unused

Returns text

Return type string

encrypt (text, key, alphabet=None)
Encryption method

2.32. Zigzag
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Parameters
* text (string) - Text to encrypt
* key (integer) — Encryption key
* alphabet (string)—unused
Returns text

Return type string

2.32.1 Examples

#!/usr/bin/python
# —#— encoding: utf-8 —#-

from secretpy import Zigzag

plaintext = u"thequickbrownfoxjumpsoverthelazydog"
plaintext = u"thequick"
key = 3

chipher = Zigzag()
print (plaintext)

enc = chipher.encrypt (plaintext, key)
print (enc)

dec = chipher.decrypt (enc, key)

print (dec)

iddagdadadasadasddasdsasdsasdsatdaadisdddaaddaddadddadi

plaintext = u"wearediscoveredfleeatonce"

print (plaintext)

enc = chipher.encrypt (plaintext, key)
print (enc)

dec = chipher.decrypt (enc, key)

print (dec)

iddagdzdadasadasddasdsasdsasdsatdsaddsdddaaddaddadadadi

plaintext = u"defendtheeastwallofthecastle"
key = 4

print (plaintext)

enc = chipher.encrypt (plaintext, key)
print (enc)

dec = chipher.decrypt (enc, key)

print (dec)

(continues on next page)
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(continued from previous page)

thequickbrownfox jumpsoverthelazydog
tubnjsrldhgikrwfxupoeteayoecoomvhzg
thequickbrownfoxjumpsoverthelazydog
wearediscoveredfleeatonce
wecrlteerdsoeefeaocaivden
wearediscoveredfleeatonce
defendtheeastwallofthecastle
dttfsedhswotatfneaalhcleelee
defendtheeastwallofthecastle

rro

2.32. Zigzag
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Indices and tables

* genindex
* modindex

e search
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